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cesnet Pan-evropska sit GEANT a TF

@ Fibre

GEANT - série projektl vyvoje sité (cca 30 let), dnes 38
partneru R

Leased Capacity

Dlouhodobd spoluprace v oblasti ¢asu a frekvence, snimani k=
a QKD

Special Interest Group for the Time and Frequency
Network (SIG-TFN) od roku 2024, CESNET v fidici komisi

Podpora PTB, REFIMEVE, GUM, INRIM, NPL, METAS,
Observatoire de Paris, Observatoire de Bruxelles, VSL, UFE,
FAMO, CERN.

Dve pracovni skupiny SIG-TFN:
T/F Sustainability (led by Richard Lui)
ime
C-TFN technical specification (Led by Guy Roberts) ——
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Included:

e 10-year IRU for fibre on red
routes

* Bidirectional amplifiers as needed
to light the fibre on the red
routes

Excluded:
* Green lines — fibre built by NRENs
e Blue lines — fibre bult by NMls

* Dashed green — proposed future
links

* flywheels, counters frequency
combs needed are to be funded
by the national time/frequency
providers

* Time/Frequency overlay services

@ NMI Frequency reference

Research institute
O Hut for housing RLS

Adopted from Guy Roberts



g_g__s_net Vyzkumna infrastruktura FOREST

Fiber-based Optical network for European Science and Technology
(FOREST)

2026 zarazen na cestovni mapu ESFRI

https://www.cesnet.cz/pro-media/ceska-stopa-v-evropske-infrastrukture-budoucnosti-cesnet-pomaha-budovat-sit-pro-prenos-extremne-
presneho-casu-86

Hlavni sméry:

Mezinarodni metrologie a experimenty s extrémni presnosti v zakladni a aplikované fyzice forest-ri.eu

Kvantové komunikace(QKD)

Vlaknové snimani pro geovédy a dohled infrastruktur P%%{FI{BON\E

SNCRD

Konsorcium 60 instituci ze 17 statd EU, 13 NMI a 13 NREN

Podpora:
13 odpovédnych ministerstev z 10 statU
Ostatni vyzkumné infrastruktury a dalSi organizace: EPOS, JIVE, LOFAR, ESRF, GEANT, JRC, BIPM, EURAMET, CERN

105 podplrnych dopist od dalSich instituci, véetné >20primyslovych partner(
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https://forest-ri.eu/

cesnet Optické hodiny potrebuji vlakna

Jednotka ¢asu ma prednost pred
definicemi hodnot ostatnich jednotek S,
protoze ji umime urcit s nejvyssi
presnosti/nejmensi nejistotou, tedy <1018

V roce 2022 na 27. konferenci o vahach a
mirach (CGPM ) byla schvélena rezoluce
pro redefinici sekundy po roce 2030 s
vyuzitim optickych hodin

“Member States to support the _ ‘ e e @
development of national and international A g S = >

infrastructures mandatory for optical
frequency standard comparisons”

Soustava jednotek Sl (2019)

“As of today, only comparisons mediated
by optical fibre links provide the required
instability and accuracy for comparing
optical clocks”

Foto: LaboratoF Ca+ iontovych hodin UPT AV CR
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Prenosy ultrastabilni optické frekvence —

aktualni stav
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Prenosy ultrastabilni optické frekvence —
ces net aktivni stabilizace

Foreman et al. Rev. Sci Inst. 78 021101 (2007)
Williams et al., J. Opt. Soc. Am. B 25 1284 (2008)
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Cizek et al. Opt. Express. 30, 5450 (2022)




ceshet Prenosy ultrastabilni optické frekvence —
aktivni stabilizace

* Aktivni stabilizace pfimo zachyti zemétreseni

* 25, dubna 2016 — ML 4.1, epicentrum20 km JV od Vidné
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M. Cizek et al., "Transfer of stable optical frequency for sensory networks via 306 km optical fiber link," 2016 European Frequency and Time Forum (EFTF), 2016
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gegnet

* Submarine optical link: Malta Sea earthquake - Sept 2017

‘Malta Sea-ML 3.4 |
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Displacement (zm)

Prenosy ultrastabilni optické frekvence —

aktivni stabilizace
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Link length: 96 km

Epicentre distance: 89 km

Submarine fibre links are far quiet (up to 40 dB) compared terrestrial links

G Marra, C Clivati, R Luckett,
A Tampellini, J Kronjdger, L
Wright, A Muraq, F Levi, S
Robinson, A Xuereb, B Baptie,
D Calonico ,,Ultrastable laser
interferometry for
earthquake detection with
terrestrial and submarine
cables”, Science, 361, 486-
49 (2018)

Seismometers instalation difficult and expensive - Over 1 million km of submarine cable already installed

Potential of important application: By detecting underwater earthquakes close to their epicentre, precious
life-saving time could be gained in a tsunami warning
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g_:egnet Interferometricka ochrana infrastruktury

* Kampusové vlakno, interferometricka metoda

Interferometer - time

—— interf.
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Rack door open sample Rack door close
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Frequency [Hz]
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Slapak et al. IEEE Access, vol. 8, 183965 (2020)
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gegnet Polariza¢ni méreni

Nevyzaduje kvalitni zdroj mericiho signalu _

Muze mérit odposlechem

Polbox adaptovan pro HE projekt
SUBMERSE

Nasazeno
«  Praha—Rez od 2022/05 Praha-Beroun od 2024
* Longyearbyen, Svalbard, NO od 2024/04
* Ny-Alesund, Svalbard NO od 2024/04
« Crotone-Preveza, IT-GR, od 2026/03 (GEANT)
*  GEANT long haul incabator, 2025




gegnet Polarizaéni méreni

* 500km field trial v ramci Long- - g |
haul WR inkubatoru

« Smycka na lince Praha Viden
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gegnet QKD

Q-Day hypoteticky bod zvratu kdy ,kryptograficky relevantni kvantovy pocitac”
(CRQC) se stane dostatecnée vykonnym pro prolomeni asymetrickych
kryptografickych algoritmu, napriklad RSA

Q-Day Expert Consensus Probability Timeline (2026-2050)
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ié https://quantumsecuritydefence.com/insights/what-is-g-day/ "
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cesnet QKD v CESNETu

QKD predstavuje metodu pro bezpecny prenos kryptografickeho klice pro

symetrickou kryptografii (napr. Vernamova Sifra - dikaz a neni ohrozena
kvantovymi pocitaci).

Dva zakladni pristupy — Diskrétni proménné DV a Spojité proménné CV
DV-QKD
OpenQKD — 2021 prvni meziméstské nasazeni v CR

NESPOQ —2021-2025 - QKD a PQC
NUCRYPT — 2023-2026 - zvyseni odolnosti QKD proti implementaénim Utokiim

CV-QKD
SEQRET — CV QKD benefituje z integrace, vhodné pro paralelni prenosy s daty

@T ) ofs
ShEE s




cesnet QKD v CESNETu

CZ-QCl (vyzva DIGITAL-2021-QCI-01-DEPLOY NATIONAL)

Vznikla pater Praha-Brno-Ostrava (zarizeni BB84 s navodnymi stavy)

Euro QCI (vyzva CEF-DIG-2024-EUROQCI) 2026-6/2029
QCI-AT-CZ-PL
QCI-SK-CZ-PL

g_:e§net
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_c_:egnet

OpenQKD 2021

e Spoluprace s PSNC a TUO
e Ostrava - Cieszyn - 65 km, 16 dB
* Paralelni prenos White Rabbit a dat

* QKD systém COW (coherent one Way protocol)

AL'CE By distillaticn Synchronization and i Ker disiillation EGE
i en : cngine

00 bito 00 bit 1 Qi decoy
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c_e_snet NESPoQ - Koexistence QKD s daty a White Rabbit prenosy

IDQ Clavis3 QKD - IDQ Clavis3 QKD
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CESNET test - Superchannel 2 x 400Gbit/s plus QKD system §__e_§net

Jan Radil, Martin Slapdk, Rudolf Vohnout, et al "Quantum and Data Signals in a Single Fiber — Multiplexing by
Smart Use of High-Grade Filters," in IEEE Communications Letters, doi: 10.1109/LCOMM.2025.3545315
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ceshet QKD zabezpecené vlaknovym snimanim - NUCRYPT

* Vyuziva pro snimani jak fazi (prenos optické frekvence) tak polarizaci
QKD (BB84 s navnadovymi stavy)
- Koordinator UPT AVCR

Coherent sensing
1540 nm
— RX @ B | DEPLOYED FIBER LINE
1 ) =1 Siretcher I=:,

Transmitter
QKD Unit (Alice)

Coherent sensing
Reflect node

Receiver
QKD Unit (Bob)

19



gegnet CV-QKD

» QCI 01- INDUSTRIAL — SEQRET, koordinuje KEEQuant St oo o
» Paralelni prenos CV-QKD se zasifrovanymi 400Gbps daty g

« Zda se Ze bylo dosazeno nejvyssiho vykonu klasickych kanalu
prenasenych s QKD

CESNET and KEEQuant showcase scalable Quantum Key Distribution (QKD) technology in
real-world testbed
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https://www.keequant.com/%F0%9D%90%82%F0%9D%90%84%F0%9D%90%92%F0%9D%90%8D%F0%9D%90%84%F0%9D%90%93-%F0%9D%90%9A%F0%9D%90%A7%F0%9D%90%9D-%F0%9D%90%8A%F0%9D%90%84%F0%9D%90%84%F0%9D%90%90%F0%9D%90%AE%F0%9D%90%9A%F0%9D%90%A7/

cesnet Zavér

White Rabbit a opticka frekvence jsou dulezZité nedatové aplikace sité CESNET3

SDN prenosovy systém CzechLight — dlouhodobé proverené reseni pro dlouho-
dosahové prenosy jak presného casu tak optické frekvence (nasazeno také napr. ve
Svycarsku)

CESNET je intenzivné zapojen do evropskych aktivit GEANT, SIG-TFN, WR collaboration
a FOREST

Opticka sit muze mit i sensorické funkce (bezpeénost a véasné varovani, atd.)

QKD je predstavuje matematicky nepodminénou odolnost proti Utokim typu uloz ted a
rozSifruj pozdeéji

Integrace TF do QKD v ramci EuroQCl

- Vice QKD a sensingu zitra v sale Krakov
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cesnhet

Dékuji za vasi pozornost!

Vase otazky prosim?
josef.vojtech@cesnet.cz

OR=10
i

~CHE-




Co-funded by the Horizon 2020 programme
of the European Union
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Vyvoj hodin Linkové technologie Navrh sité
2012 lon Clock NEAT-FT T
High-accuracy New tools for optical oz £
optical clocks with frequency transfer §;_¢ﬂ;“ | @
trapped ions| | =" "2 &
2016 OFTEN
Optical clocks with 1E- European network for (S:tl;ai)eNgE;I;)Sra o
18 uncertaint i
Y optical clock comparisons / European T/E network
2019 ROCIT \ TIFOON |
Robust optical clocks Optical time and
) . —  CLONETS-DS
fpr mterratlonal frequency transfer Design study for a
imescales pan-European T/F

network
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gegnet

e Polarisation method in the field,

along railway lines

S Ulaidky

Uastce!

\

dedicated CW source and passive listenning

2022-06-22 09 5705
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Polarizacni meéreni
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