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cesnet Sméry, kterym se vénujeme

= Monitorovani a detekce
-« Vyzkum HW akcelerace
— architektury pro SmartNIC a FPGA (viz stanek, “800G demo”)
- FW, SW
- algoritmy

» Obrana
- DDoS obrana

— 400G filtrace na komoditnim HW (viz stanek, “DDoS Protector”)
- NERD

» Bezpelnd konfigurace
- viz prezentace Adam Piecek: “"NETCONF: ovladnéte sva sitova zafizeni”, 1.10.2026 sekce
bezpecnost, od 13h
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S§§net Vyvoj technologii

* FPGA FW pro zpracovani vysokorychlostniho provozu (400 Gb/s)
* Monitorovaci infrastruktura
= sonda ipfixprobe (monitorovani na 400 Gb/s linkach) Qipfixprogs:t
= kolektor IPFIXcol2
= analyza, detekce

* Detektor loC
* NERD (Network Entity Reputation Database)
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cesnet Vyzkum

Navrh a realizace architektur pro FPGA

. Strojové uceni pro klasifikaci a rozpoznavani sitového provozu
- od jednoduchych algoritmU az po Deeplearning
- representation learning - vyzkum podobnosti provozu

. Vyuziti velkych jazykovych modelu @
- interpretace vysledkd
- usnadnéni analyzy a vyhledavani
. asistent nad dokumentaci a znalostni bazi
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cesnet Védecko-Vyzkumné vystupy

.Védecké publikace na specializovanych konferencich, ¢lanky
prestiznich casopisech (1. kvartil / 1. decil)

. Zverejhovani datovych sad

T .

Dilezitd zpétna vazba celosvétové védecké komunity,
recenzni rizeni!

CESNET DataZoo

— pracujeme na tématech, ktera jsou skute¢né inovativni
— jsme v tom velmi Uspésni
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Kolektor RETINA




cesnet Monitorovani a detekce

| amE | |
traffic-monitoring } . : : : .
Link traffic - bytes fdistdump-ha live/channels/nix zikova live/channels/nix dctower
r _ 1 _ — live/channels/tis live/channels/geant live/channels/amsix
Link traffic - bytes - by day ; Link traffic - byt . . , ,
‘ live/channels/sanet live/channels/aconet live/channels/pioneer
g y 506 live/channels/google live/channels/geant brno
C ; o live/channels/other /usr/lib64/mpich/bin/mpiexec
= - /usr/1ib64/mpich/bin/fdistdump mpich --num-threads 8
c = 506 —-—output-rich-header -f 'ip 195.113.171.1 and proto tcp' -t
i L une 1790633700 -1 10 --output-format=pretty
3 3 --output-volume-conv=metric-prefix --output-items=r,p
w w
RSB st 0 -—time-zone="Europe/Prague"
Q0 Q2
-200G SecurityCloudGUI x|+ v o0 e
Mon 12:00 Tue 00:00 o ¢« (¢} © Nezabezpedeno  dc.liberouter.org E RS L 0 an P =
/+) +) .'.._,g ( +)
W pioneer 0.00 00 6.00 / ©0.00 |
W aconet 1.196 69M 178.59M/592.56 L}
W geant 9.60 -6 .: 448K/ — nix_zikova tower — tis
m tis 71.19M 7.04M M Ll —amsix — <21 —aconet — Frofile e
B nixdctower 2.196 .64M 198.2 2.99M u 384k e = uogle. = peanbo
nixzikova 1.57G 12M 1. 2.11M [ [ g Create paralel nstance
m Total 6.626 132.21M  4.426/ 2.786 76 L] WMW NJ —
Last update: Tue Sep 29 12:20:05 2026 2 o Al o |
1 ;ﬁ 192k| N K B nix zikova [ Enix_dctower
1QBKWWM WStis [ geant
| A ——. W@ amsix sanet
64k S st o OV N A i e S e W9 aconet W @ pioneer
- eSS wammmesetEE S 1 google B geant_brno
. 14:00 16:00 18:00 20:00 22:00 29 Sep 02:00 04:00 06:00 08:00 10:00 12:00 other

Display: 1 Day ~ Move to.. S Line © Stacked 2026-09-29 00:15 « Q Q » "
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_c_:_g_gnet &J RETINA pre-release &;

. Nova generace kolektoru!

. ClickHouse + analyza&detekce + dlouholeta expertiza
. Vyuziti velkych jazykovych modelt (LLM)
. Vyuziti Al agentl

. Pomocnik pro analytiky a bezpecnostni tymy
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cesnet

RETINA

(- X3

R Overview | Retina x | v
« > C © Nezabezpeéeno =2 collector-gpu.liberouter.org X W R )
OVERVIEW
= -
Live Metrics
Live Pulse n EverySm v
Per-second bytes and flows from retina.metrics. ——
Bytes/s O~ Bytes/s =~ Flows/s Flows/s
326GB 700 000
27.9GB 600 000
233GB 500 000
186 GB 400 000
14GB 300 000
931GB 200 000
466 GB aronsckand-ak A N 100 000
0B 0
12:26:00 12:28:00 12:30:00 12:32:00 12:34:00 12:36:00 12:38:00

LINK - FLOW_CLASS - DIRECTION
Window pressure through collector link masks, flow class, and direction.
Sankey snapshot capped to the latest 5m for responsive exact-uniq tooltips.

Bytes Flows
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RETINA

R IP Investigation | Retina x = + v
0O ¢« > C © Nezabezpedeno =2 collector-gpu.liberouter.org/ip-address?ip=85.217.149.678tab=general&range_mode=custom&preset=15ma&start=2026-09-24T2 X ¥ s @
Retina < IP INVESTIGATION
Investigate one host
W Overview
Q IP Investigation IP address
85.217.149.67

I Subnet-to-Subnet
<. Al Analyst
TIME RANGE

Loading investigation... 93%

Q Analyze

&, Export flows CSV

@ Copy link

General Peers

Identity

HOME COUNTRY

I+l Canada

FIRST SEEN

25. 9. 2026 9:30:12

ASN PREFIX
AS209334 85.217.149.0/24
MODAT-01Modat B.V. Announced
FLOWS BYTES
4 As source 0(0%) 4 Sent
¥ As destination 104 (100%) ¢ Received
NERD @ ipinfo @ Shodan @ RIPEstat &
Transport

=
fal
S

& Dark mode

o cejkato2
Sign out

0B 97.7 KB 195 KB 293 KB 391 KB 488 KB

LAST SEEN

25. 9. 2026 9:47:26

586 KB

FLOWS

104

BLOCK
85.0.0.0/8
RIPE NCC (Status: ALLOCATED)

PACKETS

4+ Sent

¥ Received

Ports

TCP uppP

Behavior Timeline

Application

Other
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RETINA

R IP Investigation | Retina x

0O ¢« > C O Nezabezpeéeno & collector-gpu.liberouter.org/ip-address?ip=78.128.222.165&tab=asset&range_mode=preset&preset=3h
Retina < IP INVESTIGATION
MENY Investigate one host
W Overview
IP address

Q_ IP Investigation
IS Subnet-to-Subnet
4. Al Analyst

TIME RANGE

m 5m 15m

& Dark mode

cejkato2
gn out

+

78128 R

General Asset Peers Web DNS Noise

Asset identity
Badges cover the last 7 days, the tiles the selected range. Shares are evidence shares, not confidence; the role reads in hours held
TUNNEL SSA - 67 %

DEVICE WORKSTATION/SERVER - 100 % OS LINUX - 52 %

HOURS OBSERVED

o P

B % w

[«
Qo

& Copy link & Export flows CSV

LAST SEEN

29. 9. 2026 12:03:18

FIRST SEEN

29. 9. 2026 9:06:51

rollup hours in range

FLOWS BYTES DISTINCT PEERS
832 5.39 MB 88 3
Asset timeline

hourly - 4 cells

One cell per hour over the selected range. Roles and the NAT hint are per-hour verdicts; OS family is the hour’s dominant tabel; signal lanes mark windows.

Activity flows/h

0S family dominant

B Activity (darker = more flows) M OS:Linux  empty cell = no evidence that hour

Classification
One row per dimension: the winning label, its evidence share, what else was seen, and which rollup arms feed it.

DIMENSION VERDICT SHARE - OBS ALSO SEEN SOURCE
Device type / 100 % names - User-
P Server Agent ' ports
. ) — 100 % names - User-
OS family Linux 45 ob Agent * banner
B — 62 % names - User-
0S tabel Linux 2% Fedora38 % -

Agent * banner

___ 3h

12:00

Services
What this asset serves. Payload rows are proven by the reply the asset sends back; src-port rows come from the port table
and are marked as such

SERVICE SHARE - OBS SOURCE

h =

ttp 39 obs e

- 5%

tls e
Listen ports 19 - 22 - 53 - 80 - 123 - 443 - 500 - 623 - 873 - 1015 - 1434 . 1645 - 2059 - 2152 -
2361 - 3391 - 3445 - 3702 - 4488 - 5060 - 5351 - 5353 - 5683 - 10074 - 10161 - 11211 - 12438 -
12646 - 15446 - 17185 - 18216 - 33031 - 33106 - 33152 - 33254 - 33548 - 34038 - 34044 - 34046 -
34054 - 34208 - 34222 - 34308 - 34370 - 34460 - 34500 - 34582 - 34616 - 34777 - 34825 - 35201 -
35300 - 35328 - 35774 - 35886 - 36056 - 36066 - 36090 - 36184 - 36372 - 36378 - 36658 - 36674 -
36824
Client ports 32843 - 33006 - 33031 - 33085 - 33106 - 33152 - 33164 - 33184 - 33227 - 33348 - 33534




cesnet RETINA

EER
R Al Analyst | Retina x | + v @& o &
0O ¢« > C © Nezabezpeéeno 2 collector-gpu.liberouter.org/ai-analyst B %W L @ n B =
Retina < Al ANALYST
Ask the data
Y Overview 0 e Cae e e ey [ re———— e ey e s e s e L s i e i s
ew cha s e 3 ¥ N istrations: ;
S reeiliagion :: ai:»zizslv(lj)l, at:i :j:qi:—s( 320 MB) — the AS-name glosses are the well-known registrations; the data itself Y7, Wha t are t h e mos t
What are the most active devic... o Y .
X Subnet-to-Subnet 29.09.26 12:58 Caveats: the peer breakdown result was capped at 400 host«>peer rows (top cells by bytes), so the long tail a Ctlve de Vlces I'n
| of smaller peers beyond each host's top 40 is not shown; and bytes are counted per flow record as observed,
g i .
Al Analyst V\(’hi‘ IP:6 addresshasithe devi:-: s0 a connection seen at multiple monitoring points counts once per observation. If you'd like, | can zoom into 78 128 222 0/24 an d wi th
29.09.26 03 . . .
ME RANGE o ° any single host (its ports, TLS names, or full peer list) over a longer window.
) ,‘. . _ whom do they
m 5m 15m B Result - 400 rows - table sho! he first 400, th tread 243 Table Chart SQL Hide
° 21
Th II] Custom 78.128.222.0/24 — top 10 hosts and their heaviest peers, last 3 hours communica te 6
I 78.128.222.135 I 185.1
: I 5211
l7a.|za.222.149
= — 132
I 78128222224 Zeild
l 91.1¢
I7e.lzs.227_47 S  RERLS
= w208,
l 7812822211 .
— 7711
— 132
—132:
— 132
| Eizm22151 W s
| EE
| k&N
78128222215 m 1511
= 1511
- 77.11
= 151.1
— 7711
. 78.128.222.190 —— = 150,
- 170.1
I 78.128.222218 ™o
- 2127
- 212
[l 75128222226 - 1372
- 77.11
— 95.1¢
— 771
o @ ¥
& Dark mode
° cejkato: °
Sigr it




cesnet &, RETINA &,

1. Viz prezentace v sekci Bezpecnost — Jaroslav Pesek!
Zitra 1.10. 2026 od 9:45
"Al a bezpecnostni monitoring - kolektor RETINA”

2. Daéle viz stanek!
3. Vice na seminafri BSS 2027 — planujeme workshop!
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Detekce 1oC na perimetru




_c_:egnet loC Detektor

P‘Qﬁg’g“‘ ‘ [ Ext. blacklisty |
Sbér IOCs (IP, IP:port, domain, URL) |
z MISP a blacklistu | s | bkl
. Detekce nad rozsifenymi flow daty na e
. | DBIOC |
perimetru V
— vyuziti vlastnich sond / kolektoru Mo
— hlaseni detekovanych podezrelych . e —
ClickHouse ~—l ‘ lzlfl::;?rng

udalosti do Wardenu = J
Periodicky \Histori(‘k}" |
detektor | detektor |

Warden
E Bl E e
[




cesnhet Dashboard

0 oce

NOTIFY ENABLED BUFFERED MATCHES

507 6 264

gegnet

274 505 do 243

10C ANALYSIS

10C Types Top Blacklist Sources Top MISP Organisations

domain

ceshet 10C List + Add 10C

All types Any notify v Anysync

50 / page

Matches
http://robertrowe.com/STATUS/Auditor-of-State-Notification.. urlhaus
http://robertrowe.com/DOC/Past-Due-invoice/ urlhaus
http://crimefreesoftware.com/MC_setup.exe urlhaus
https://www.dropbox.com/s/dl/g4is5u674v61l2yy/Firefox 67.3... urlhaus

https://www.dropbox.com/s/dl/dqrsgzlf8jeefw0/Firefox 67.3... urlhaus
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Network Entity Reputation Database (NERD)




gegnet

() IP search - Network Ent x = +

O ¢« > C

@ &= nerd.cesnet.cz/nerd/ips

Networ

NE(DD
Search IP addresses by ... ‘ Criteria Match
IP prefix Hostname suffix ASN
|a‘b.c‘dlx | |.examp{e‘org | |ASxxx |
Source AND Event category Blacklist

T —

T —

‘ List of IPs

k Entity Reputation Database (NERD

B %

10 %

w

Role Category Subcategory Confidence
Threat
N | d | d & | [os |
Sort by Order Max. number of addresses
Sortini :
I | Reputation score v | DESC 20 )
SEARCH
Results (220) | Download as csv
IP address Hostname ASN | Country Events Rep.(2) Threat category Other properties Time added Last activity Links
56718 16 2 :
176.53.159.196 |- AS154383 (BN TR | + 502808 DShield reports| 0.993 src[loginlm"?"”‘”'n_';;‘n ste] scan 3 blacklists 2026-07-01 17:29:24 | 2026-09-29 11:00:13 | W'
+ 47 OTX pulses
AS209800
" AS214943 | = 24783 11 2 | protocol: ssh . : o P
91.92.242.247 25214976 | =ML | - 70801 pShietdreparts| 0285 | 157 IIogn'muzm stc| scan 2026-09-16 19:45:23 | 2026-09-29 10:43:51 | W
AS202412
20873 20 4
protocol: ssh o i oo g
193.46.255.86 |- Asa7890 (EBRO | +131965 ?ihclfrli r:ﬂ::: 0.984 srclloginlmnzm sic| scan [port: 22 [sra|— 7 blackiists | % 22, 80, 2000 2026-03-11 23:22:32 | 2026-09-29 10:42:08 | W
185246128133 | - As42237 i3 el in o 22. 32 4 blackiists JUANINEEREL Y * 135, 137, 445, 5985 ¢ 26: -00-20 1051:
185.246.128.133 As42237 (ERSE | 00,0l o 0984 | Iste ’Iogn'mu’m src| scan % 135, 137, 445, 5985 2023-08-01 11:26:36 | 2026-09-29 10:51:05 | W
AS48000 JTLzD protoc: ssh
257.122.238 |- Asazsgo |IIRO +3791712§h§Tli r:;::z 0.981 S'C\loglnimzz‘zm sie| scan [port: 22| [s7e|— 7 blackiists J{ % 80 [ scanner] 2025-11-06 16:20:09 | 2026-09-29 10:56:59 | W'
779018517 |- AS2SHT6 | i | s omairon|oarz | Ilugin|"“"°°°':”" % 22, 111 2026-09-04 21:46:47 | 2026-09-29 08:23:14 | W
B AS213790 [ e port 22,2222 src| scan = : a0 e
1794313058 i AS51852 St e 02 13:57: -09-29 11:00:
179.43.139.58 | hostedby.privatelayer.com AS51852 |Ed CH | | oo o repons| 0975 | (576 lloginl port 22,2222 src| scan % 135, 137, 445, 5985, 10000, ... 2025-09-02 13:57:48 | 2026-09-29 11:00:13 | W
) 13409 16 3 - T ' - -
257121112  |dns112.personaliseplus.com Asa7890 (EBRO | + 116930 DShield reports| 0.969 | 'sic |login m”“’"‘”‘um stc| scan IP in hostname 2025-10-04 23:56:26 | 2026-09-29 10:57:14 | W
+4 OTX pulses
172.104.233.215 | 172-104-233-215.ip.l AS63949 sl 0|z 0 12 biackiists IALLES L % 22, 443, 8181 [setf-signed, cloud -17 21:56: 09-29 10:51:
172.104.233.215 | 172-104-233-215 ip linodeusercontent.com | AS63949 (MDE | .. oCol ° 110,962 | st llogln port 23, 80 src | scan | por: many | 'sre| — 12 blacklists % 22, 443, 8181 [ self-signed, cl 2026-09-17 21:56:54 | 2026-09-29 10:51:20
AS48090 3749 7 3 protocol: ssh p roves o o
931231006 |- 7201116 | ™ BS | . 57500 pspicd reports| 960 | Jsre|— s’°l'°9'"|wr22.2222 sic| scan | port 22, 2222, 8022, 38322 % 22, 80, 443 2026-09-03 09:29:07 | 2026-09-29 10:59:43
4371 12 3
, .| protocol: ssh .07 -
77.239.124.130 |- AS108364 [ NL | +82307 ?ih;li v:s](;:Z 0.959 s'°"°9’"’mt22.2222 sic| scan [port: 22,2222, 8022, 38322 sic|— % 22, 443, 3333 2026-08-25 16:07:17 | 2026-09-29 10:52:24 | W




gegnet

NERD

. Automatické zpracovani bezp. udalosti (z Wardenu)

. Sbér relevantnich informaci z OSINT

. Modelovani “reputace” IP adres

. Historie 8kodlivych/podezrelych adres
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Q NERD2

D ¢« > C

NERD2 IP Addresses

NERD2

B
[

& "NERD2" pre-release

v - a

https://nerd2.cesnet.cz/

Domains

URLs

IP:ports  Glossary

NERD2

Network Entity Reputation Database

o
Q IP address or prefix Search =

Browse all indexed IPs >

EXAMPLE QUERIES
IPv4 addresses
3.147122.184

85.217.149.67 117.89.254.46 176.65.134.121

IPv6 addresses
2602:f71d:200::30
IPv6/64 prefixes
2607:ff10:¢8:594::/64 2001:41d0:33a:a00::/64
Domains

general.agency

Q

I

L 0 an P

UTC BIREE (S}

Service provided by CESNET.
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Q. pre-reiease
| § | | | !
Emm /:\,\ .y
Q 85.217149.67 | NERD2 x + v: &)
0D ¢« > C @ nerd2.pub.liberouter.org/ip/85.217.149.67 B L 0 an P =
NERD2 IP Addresses  Domains  URLs IP:ports  Glossary Q UTC QIREL &

IPV4 ADDRESS Browse all >

85.217.149.67 © 0.382

o0067.scanner.modat.io © REPUTATION SCORE
Beauharnois, Canada - America/Toronto ® R =

Last activity 29. 9. 2026 2:14

ASN THREAT CATEGORIZATION
209334 ROLE CATEGORY CONFIDENCE DETAILS
Updated 24. 9. 2026 16:50 2 src @& Scanning —— 66% —
72 src () Unknown = 12% —
BLACKLIST

Updated 29. 9. 2026 2:00

Blocklist.net.ua  Cl Army

Updated 29. 9. 2026 2:00 HISTORY
REPUTATION SCORE
THREATFOX SOURCE
lz Trend = Raw
1
0.75
DNS SIBLINGS (IPV4)
0.5
85.217.149.67 0.25
Updated 25. 9. 2026 6:26 0

26 27 28 29

Sep b3

DNS SIBLINGS (IPV6)




cesnet

“NERD2" pre-release

on

Q 117.89.254.46 | NERD2  x

0O ¢« > C

RELATED DOMAINS

RELATED URLS

RELATED IP:PORTS

SHODAN

Ports

No entries

CPEs
No entries
Tags

No entries

@ nerd2.pub.liberouter.org/ip/117.89.254.46

Updated 29. 9. 2026 2:00

Stronger shade = higher confidence

dst - Malware distribution

src - Botnet drone

src - Login . l l
src - Scanning ' l |
src - Unknown l l l
25 26
o
oy
1Z]
WARDEN
fewer ® ® ® more - shade = reporting sources
Attempt.Login ]
Recon.Scanning (I I
Intrusion.UserCompromise
Malware
25 26
a
o
@
BLACKLIST

blocklist.de SSH
Blocklist.net.ua
DataPlane SSH conn
DataPlane SSH login
Echelon SSH bruteforce

Echelon SSH connection at...

sep &

~
~

N
=N

~

W &
& Heatmap
I l I
| I
| I | |
|
|
28 29

88 Heatmap Lt Activity (= Timeline

N I|
- ==
- -

= Timeline

v - =]

o n %

= Raw

= Raw

= Raw




_c_:egnet

“NERD2" pre-release

Q general.agency | NERD2x ~ + v @ @ &

0O ¢« > C @ nerd2.pub.liberouter.org/domain/general.agency EA L @ o B =
NERD2 IP Addresses  Domains  URLs  IP:ports  Glossary Q uTC &

DOMAIN Browse all >

general.agency ©

Top-level domain: agency

BLACKLIST THREAT CATEGORIZATION
CERT Polska Warning List ROLE CATEGORY CONFIDENCE DETAILS
Updated 29. 9. 2026 2:00 v dst 0D Phishing site — 48% —
Updated 29. 9. 2026 2:00
THREATFOX SOURCE
= HISTORY
THREAT CATEGORIZATION

& Heatmap = Raw

Stronger shade = higher confidence

dst - Phishing site | I ——— T —] I
26 27 28 29
a
&
BLACKLIST
= Timeline = Raw

CERT Polska Warning List (NN

27 28 29

Sep B




L ] @ ]
@ @
Q. pre-reiease .
am an [ !
EEE S = S
' | RS
Q 2607:ff10:c8:594:/64 | Ix  + v 8 & &
D ¢« > C © nerd2.pub.liberouter.org/prefix/2607:ff10:c8:594::% 2F 64 EAS L @ n B =
NERD2 IP Addresses  Domains URLs IP:ports  Glossary Q Ua(oll | ocal (S
IPV6/64 PREFIX Browse all >
L] e
2607:1f10:¢8:594::/64 1
United States - America/Chicago ©
Last activity 29. 9. 2026 2:04
ADDRESSES THREAT CATEGORIZATION
2607:ff10:c8:594::  2607:ff10:c8:594::4  2607:ff10:c8:594::5 ROLE CATEGORY CONFIDENCE DETAILS
2607:ff10:c8:594::6  2607:ff10:c8:594::8  2607:ff10:c8:594::9 2 src £ Login 90% protocol: TCP, TELNET
2607:ff10:c8:594::a  2607:ff10:¢8:594::b  2607:ff10:c8:594::c port: 23
2607:ff10:¢8:594::d
7 src & Scanning —— 05 port: 0, 21, 22, 23, 26, 53, 80, 81, 82, 83 (+253 more)
Show more (+1)
2 src ) Unknown —— 48% —
Updated 29. 9. 2026 2:00
Updated 29. 9. 2026 2:00
ASN
HISTORY
10439
Updated 29. 9. 2026 2:00 THREAT CATEGORIZATION
d Heatmap = Raw
HOSTNAMES
Stronger shade = higher confidence
No entries src - Login l ' l I ' l ' l '
Updated 29. 9. 2026 2:00 ke | | ! ! ! ! ! ! |
src - Unknown ] ] | | | | |
25 26 27 28 29
&
BLACKLIST .
DataPlane SSH conn  Turris greylist
WARDEN




cesnet NERD2

. Redesign + rework

. Nové grafy

. Podpora doménovych jmen
. Podpora IPv6

. Nové zdroje

https://nerd2.cesnet.cz/
(https://nerd2.pub.liberouter.org/)

Vice na seminari BSS 2027! &' )\

B VAN
L.



https://nerd2.cesnet.cz/
https://nerd2.pub.liberouter.org/

g_:e§net

Dékuji za pozornost

cejkat@cesnet.cz

https://www.linkedin.com/in/cejkatomas/

#PROPOJUJEMEVEDU




