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Anderson: Computer Security
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Prvni ndvrh jak hledat zneuziti
systému v auditnich zaznamech
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Denning: An Intrusion-Detection

Statistické profily chovani a
expertni pravidla
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ge§net Teze

O uspéchu Al v sitovém monitoringu rozhoduje datova architektura.

Projdeme problémy oboru a tfi realistické zpUsoby, jak Al pouzivame.




§§§net Problémy Al/ML v monitoringu

= Synteticka data a vadné benchmarky
= Sifrovani a viditelnost

" Chyby jsou drahé

= Sit je typicky obrovska

" CosLLM?




cesnet

cesnet Tvorba dat: Q ipfixprobe

= Exportér sitovych tokd
=" Modularni a vykonny: overeno na 400 Gbps

= Rozsirena data poskytuji lepsi sémantiku
= NetFlow basics + statistické priznaky + dns, vpn, http, tls, quic

= Velika Skala vstupu (raw, pcap, dpdk, ...) i platforem
= ipfixprobe.cesnet.cz
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g__e_§net Kolekce dat

= Kolektor dat ipfixcol2
= \/stup: NetFlow, IPFIX
= \/ystup: file, json, kafka, clickhouse

kolektor




cesnet Data @

= GIGO: garbage in, garbage out

= \erejné syntetické benchmarky selhavaji na realné siti
= CICIDS2017 obsahuje 25,9 % chybnych klasifikaci

= ET-BERT: 97,5 % na benchmarku, 28 % na realném T—
provozul {SIGCOMM 2023) e e B

Nature Scientific Data

" CESNET-DataZoo a CESNET-TsZoo, desetitisice stazeni S

administraci a bezpeé¢nost sdruzeni CESNET
vytvofrili a publikovali datovou sadu, které je
cennym nastrojem pro pochopeni

Garbage In
s
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g__e_gnet Codename Retina
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cesnet Kde je to AI?

" Mame data i platformu — zatim bez Al, vSe je deterministické
= 3 pilire

= Al jako generalizace (pravidel)

= Al jako automatizace
= Al jako interakce




cesnet Al jako generalizace

= Al/ML napfimo jako detektor nefunguje

" ne kazdd odchylka je utok; chyba miliontina % tokt denné neni
zanedbatelna

= mnoho alert’ = alert fatigue, kazdy stoji ¢as analytika
= Al/ML déla jen cast prace klasifikatoru

" je jednim z indikatoru

= odvozuje jeden z priznaku

= vytvari reprezentaci
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ceshet SSH Intrusion: case study

| | - | |
{ N\
Flows v 5 min. okné Vybér SSH toki Uspéch, nebo nedspéch? Bez deifrovani! Ulozime verdikt s uréitou retenci
TCP, obé strany zacinaji SSH e Vstup: délky, sméry a TCP flagy prvnich paketa
bannerem * 20 pfiznakll prozradi velikost bloku Sifry a MAC
> 6 paketl a 2 60 B v kazdém sméru, * RandomForest urci typ MAC
bez filtru portu + Uspéch pokud se ukaze spravny pattern, jinak netispéch
. J

Cte neuspéchy z databaze

Brute-force
> 16 nelspéchl z jednoho zdroje za 60 s otevie udalost
konec: pokles tempa nebo 15 min

ssh_bruteforce

Prehrani historie utocnika

Bez stavu v paméti: neuspéchy + aktualni okno r \
Pranik
Uspéch v aktualnim okné + > 8 nelspéchi na stejny
server v poslednich 60 s
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cesnet Al jako automatizace

= LLM castecCné prebira rutinni praci analytika
" Dnes analytik ru¢né prochazi podezrelé eventy
" LLM to udéla nad daty, analytik Cte vysledek a rozhoduje

* Dva priklady: phishingové domény a investigace incidentu




cesnet Phishing: LLM misto analytika

Cloud
( N\
Certificate Transparency certstream cert-parser domain-classifier knowledge API
Verejné logy vSech nové Cte CT logy a vidi nové domény Regexy na napodobeniny Stahne stranku a LLM Vystavi dataset phishing-
vydanych TLS certifikatl kratce po vzniku domén a preklepy rozhodne domains
—> —> —> —>
. J
Doruceni datasetu
Retina l
feed loader matching
Uklada si intel do interni databaze Hleda domény v SNI, HTTP Host a DNS dotazech kazdého flow
—»  Produkuje samotné detekce
= O — o L B g = I




https://minv-sk.casa
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SLOVENSKE] REPUBLIKY

Neuhradena dopravna pokuta

B 1

Bl e U, Lehota na Uhradu konéi. Pre zobrazenie sumy a Uhradu

domain first_seen subject_value
PayPal
vinted-order497823402.com 2026-09-30 15:59:44
_ vySi o trovy,

vinted.167-233-242-108.sslip.io 2026-09-30 15:46:04 P
rangerovergurdau-cz.info 2026-09-30 15:46:04 ! a dost: rehabilitany program a mozné odobratie vodi¢ského
identitaetsbestaetigung.de 2026-09-30 15:46:04 M

Forgot pas vinted.167-233-242-108.sslip.io 2026-09-30 15:46:04 A. .
Szt DLk U teta i e A : tu. Pre zistenie vy$ky dlhu a platobnych udajov sa
identitaetsbestaetigung.de 2026-09-30 15:46:04 '
www.idcsobsmart-cz.casa 2026-09-30 15:07:45 r \

-y 20,00 €
idcsobsmart-cz.casa 2026-09-30 15:07:45 ‘ ‘
Wl
www.idcsobsmart-cz.casa 2026-09-30 15:07:45 - EIRankoydidsntit
idcsobsmart-cz.casa 2026-09-30 13:47:31 r do internetu neodisli.
idcsobsmart-cz.casa 2026-09-30 13:47:31 J
|
Deutsch | Frangais | English | Espafiol | Portugués | Polski | | www.idcsobsmart-cz.casa 2026-09-30 13:47:31
Contact  Privacy Terms of Use Neuhradenu pokutu je potrebné vyrovnat v stanovenej lehote. Po jej marnom uplynuti sa vec postupi do

priestupkového konania; suma sa mdze navysit a pribudnu trovy konania.

Pri dalSom omeskani moze nasledovat vymahanie sidnym exekutorom a zadrzanie vodi¢ského preukazu. Bez

htt ps -//paypa |_|de ntlta ets.com overenia identity nie je moZné pokutu zobrazit ani uhradit.

Prihlasit sa



Investigace: RDP brute-force gegnet

L J— . EVIDENCE - 9 RESULTS kS
Investigating RDP brute-force | 109.205.211.1 (meoium ) Hide evidence
signal row
Investigate this RDP brute-force signal from 109.205.211.122. Is it real, and should an attacker's per-minute rhythm
operator act on it?
Flows around the signal
» vschema v Examples ~ ExecutedSQL-1row v ExecutedSQL-24rows  ~ EXecuted SQL-40rows all signals From this attacker
Executed SQL-4rows  ~ Executed SQL-1row v Executed SQL-100rows  ~ Executed SQL- 50 rows

 Executed SQL-100 rows v ExecutedSQL-2Srows X Charted v Charted victim egress before/after

Verdict: confirmed-suspicious — confidence high. drilidown of the apparent new peer
The signal is real and understates what is happening: 109.205.211.122 has been running a sustained RDP brute-force attacker's day rhythm
spray against your exposed RDP servers for over three hours, alongside at least six other source addresses in a -~
- B Result-4rows Table sQL Hide
coordinated campaign. Nothing in the flows indicates any attempt succeeded.
Did it work? Mo evidence of success:
= Widened anchoring read (attacker's flows on port 3389, 14:40-16:45) shows 24 hosts touched; the 7 responding
3 3 HOUR FLOWS VICTIMS_TOU
victims each received 19-37 attempts whose reverse traffic is uniformly failed-attempt shaped — every flow
returned at most ~1.9 KB (RDP negotiation replies), no outlier session anywhere ( flows around the signal ).
« Mo rdp_intrusion signal exists from this attacker; instead it has emitted 40 rdp bruteforce signals today (12:25 9/23/2026, 1:00:00 PM 592 24
through 15:45), all against the same 7 victims — the detector kept seeing Failures, never a success {

9/23/2026, 12:00:00 PM 418 25

i gl from s aftacker). 9/23/2026, 2:66:00 PM 638 24
« The grind continues unchanged past the signal window — flows every minute from 15:45 through 15:58 — which 9/23/2026, 3:00:00 PM 656 24
on its own would read as continued failed logins ( attacker's per-minute rhythm ). [ O

Did the victims' egress change? No. Over +24 h around the window end, no victim shows a new outhound peer; the
only traffic that appears after 15:45 is inbound RDP probing (the vickims' ~1.4 KB negotiation replies te yet another per-day recurrence o
brute-forcer, 87.251.64.50, which began at 15:45:09) plus the continuing grind ( victim egress before/after ,

drilléown of the apparent new peer ). other attackers on the same victims 50 row

Competing readings ruled out:
= Targeted attack / scanner: ruled out. This is an opportunistic spray — 2296 flows on 3389 across 25 hosts in one
day, first activity at 12:00 today, nothing on any prior day in the last 7 ( attacker's day rhythm , | per-day recurrence );
username cookie is the single generic value 'hello’, and the named victims are RDP servers answering with
CredSSP negotiation ( signal row ). Source: ASN 201814, Azerbaijan.
= Isolated actor: ruled out. The same 7 victims are sir hit by sibling ad 109.205.211.123,
94.26.88.51,94.26.88.52, 62.164.177.27, 62.164.177.44, and now 87.251.64.50 — a coordinated campaign against

this host group ( other attackers on the same victims ).

Caveats: counts are a floor — the SRC_IP pin drops inverted records and scan-shaped traffic is diverted to a noise
store this layer can't see; and the post-window egress observation covers only ~11 minutes so far.

Suggested next step: block the campaign's source addresses at the edge (109.205.211.122/.123, 94.26.88.51/.52,
62.164.177.27/.44, B7.251.64.50), and assess why seven hosts expose RDP directly to the internet — put them behind
a WPN/bastion and enable account lockout, since the grind is still active as of 15:58.

B t Table Chart SQL Hide

= flows = victims_touched

536 1538 1540 1547 1544 1546 1548 1580 1552 1554 1556

&0



Investigace: port scan cesnet

Identify potential vertical scanners in the last 10 minutes

b Schema . Examples " Executed SQL-20 rows Charted

The query retumed 20 candidate source —target pairs {it hit the LIMIT, so more pairs sit above the threshold).
Presenting the port-fan-out pattern:

Owver the last 10 minutes (2026-09-30 13:55:55 — 14:05:55 local), these source — target pairs stand out, ranked by
distinct destination ports probed on a single machine {threshold = 20 ports; the query hit its 20-row limit, so mare
pairs sit above it):

B86.63.209.197 — 158.194.110.24 — ~ 1,976 distinct ports in 10 minutes, the clearest vertical scan by far.
193.86.2.126 — 195.113.180.862 — ~830 ports.

195.113.149.93 — 109.81.124.218 — ~765 ports across 3,571 flow records (multiple records per port, 5o a slower or
retrying sweep).

85.160.5.187 — 158.194.110.24 — ~481 ports; the same target as the top scanner, so 158.194.110.24 is being swept
from two sources at once.

193.54.36.112 — 46.135.29.54 (~357), 147.229.33.100 — 103.91.190.236 (~328), and 147.229.83.155 — 103.91.190.236
{~302) — the latter two also share one target.

141.98.83.106 appears seven times against different 147.231.x.x hosts (~160-180 ports each) — that shape is a
many-ports-across-many-hosts sweep rather than a classic single-target vertical scan.

Two caveats. The SERVER_SIDE - ‘'destination” guard counts only ports where the target answered as the server side,
so reply traffic doesn't inflate the numbers — but it also means these port counts are a floor: most true probes (single
packets, refused connections, unanswered SYNs) are diverted to a noise store this layer can't see, Treat these as
candidates whose probes drew answers, not confirmed scanners, If you want, | can drill inte any pair — which ports
were probed, timing, or whether the target answered.

B Result-2

Table Chart S0L Hide

Distinct ports probed per source — target pair, last 10 min

1

Y

1
120666

05,1
1384361
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cesnet Al jako interakce

" LLM je rozhrani k datim
" Dotaz v prirozeném jazyce

" Funguje diky predchozim krokim: redlna data, rozsirené flow zaznamy,
definované a schéma s danou sémantikou




What TLS domains carried the most volume in the last two hours? Which IPs communicated

i ?
What were the most Frequent asns in the last hour? with these domains? Give me sankey with clinet IP - domain - server IP.

» v Schema v Examples + ExecutedSQL-15rows v Charted » /Schema  Examples J Executed SQL-107ows  Executed SQL- 400 rows v Charted

Over the last twe hours {2026-09-30 11:51:40 — 13:51:40 local), the heaviest TLS domains by total volume were:

Ranked by flow count over the last hour (2026-09-30 12:46:20 — 13:46:20), the most frequent ASNs were: e 1Ll e e AT A (B T s s SR
. . . . . 2. res.public.onecdn.static.microsoft — 279.6 GB (Microsoft CDN)
= AS2852 dominates massively — ~352.9M flow-endpoint records across 942k active hosts (~35 TB of traffic). N m————

Steam content servers in Vienna
. 4. fel.dhr.cesnet.cz — 209.4 GB (CESNET data host)
heavy—hltter). 5. oneclient.sfx.ms — 189.9 GB, updates.cdn-apple.com — 165.4 GB, dcbldoor.sdcc.bnl.gov — 163.3 GB

« AS8075 — ~58.0M records, ~59.7k hosts. iy
» AS13335 — ~25.5Mrecords, ~118.8k hosts.

+ AS198500 — ~60.7M records, but only 274 hosts, so it's a huge per-host volume (likely a CDN or infrastructure

The sankey above maps client IP — domain — server IP for these ten domains. What stands out in the paths:

* One dominant transfer: 157.249.81.164 pulling from fel.dhr.cesnet.cz at 76.128.246.59 accounts for ~179.7 GB on

» AS16509 — ~22.6M I"ECOI"dS. its own — the single heaviest client—server path.
* Physics data movement: the KEK and BNL domains are served to a whole cluster of IPv6 clients in
Round ing out the top 10: AS197451 (NZO.OM}, AS372934 (.J| 5.8M), AS20940 (,u 1 4.9M), AS714 (~1 3-?M}- and AS54113 2001:718:19:1:/64 — KEK from servers 2001:2f8:3e:cc26:80-92, BNL from 2620:0:210:2::3c-3e — dozens of parallel
multi-GB transfers, typical of a grid data replication job.
(~9.0M). The Full top-15 table is available above. « Steam traffic is many-client: a long tail of local clients (195.113.213.189, 195.178.92.59, the 147.32.244.x and
147.229.186.x hosts, and IPvé clients) pulling from cache servers 146.66.155.5-8 and 2a01:bc80:2:100:9242:9b05-08.
One measurement note: the count is per endpoint — each flow contributes one count per endpoint it has in a given + Apple/Microsoft CON: updates.cdn-apple.com fans out to 17.253.x and 2a01:6740:... servers: the Microsoft names

ASN (a Flow between two different ASNs counts once for each) — and flows with unresolved ASN (0) were excluded. gotoAkamal (21879139140 End 10418.1920;

. o Two ot ding the chart: the st fented by keeping only records where the destination s th o
AS2852's lead is so large that the ranking is the same whether you rank by flows, hosts, or bytes. e L O e o O e e e

(inverted records excluded), sc per-domain totals in the sankey run slightly below the ranking above; and the result is
capped at the 400 heaviest client-domain-server triples, so very small tails are cut.

B Result-15rows Table Chart SQL Hide - . ]
fB Result - 400 rows - table shows the first 400, the agent read 143 Table Chart SQL Hide
Most frequent ASNs by flow count, last hour (2026-09-30 12:46-13:46) Client IP — TLS domain — server IP, last 2 hours
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-—130.246.130.243

198500 NEGEGEGEG—_ wssl]
8075 D 26015680 2.100:92429807 [l
147322844 -
13335 D w2001 67c12201667862.231 wses 1536 ]
—-2001:716:1001:29:db.cJe-
16509 1D : NS 201580 2.100:9242.9606 I
197451 1D R I cachel1-viel stesmcontente. . uses1ss2 ]
; 2601 be802,100.52429006 wm
32934 1D o
: + 108 mors R I cache10-viel steamcontente.. b .
20940 D 2201580.2:100:92429805.
acha12-vis! steamcont TA18.08—
714 1D I ¥ e by wc:_m'm'ﬁg =
54113 B o [ cxchesvor saameonters o s : i —
- 40 1 —— — —— e
21342 B — 14610214987 s rezpublic Snecdn staticmi. ég §§Q —
105413120254 e :
43037 P —2001:738:16: 183 - [ uedstescdn-applecom « 23 more [l
-—2001718: 15 18E . = w onBchent shms 21879446 —
e T e o — 26200210234
36692 D ER200ETIENS0 e =~ T I debldocradec bnlgov n
60068 P 20012181818 - z! :f: gnrz__oux&an -
B T = -
20701 ' -2001718:451.85 MM.
—-2001:718:19:1.566, - 2
0 100 000 000 200 000 000 300 000 000 400 000 000 2004718151261 belle2-webdav-analysiz-data_ 200218502585 ]
—2001:718:16:1:94
—2001718:151-69 2001:218:3:c<26-82 [l
e ——
- 2001718191-105 2001208 30:¢:26-80 W
- 2001:718:181:103 2001298 3erec2b-04 mm
Trace —200171819TE7 2001030 cc26t3mm
@y & Trace — 200471819T:50 ¢ 2007270 3ercc26eb i



gegnet Par otazek na kazdy ,, Al“ produkt

1. Na jakych datech byl trénovan a testovan?
2. Co vidi v Sifrovaném provozu?
3. Zvladne vasi propustnost?

4. Co smi LLM Cist a co smi spustit?
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Paying Attention Is All You Need

Dékuji za pozornost. Dotazy?
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