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cesnet

Komu: abuse@cesnet.cz
[ 7] [ 1]
EEE

Kopie:
Priloha: file-2, 1.6 KBytes
fortianalyzer-ips-2( 09 28log, 16.8 KBytes
Skupina: abuse@cesnet.cz Dobry den,
Reportovaci okno: 26. 9. 2026 10:00:00 - 26. 9. 2026 12:00:00 (2 hodiny)
Report vytvofFen: 26. 9. 2026 12:00:06 (pred 3 dny) hldsime bezpelnostni incident tykajici se skenovani a pokusd IPS Utok ze sitového
Report odeslan: 26. 9. 2026 12:00:06 (pfed 3 dny) na abuse@cesnet.cz identifikatoru v siti CESNET.

Pocet udalosti: 1 reportovano, 1 celkem v nadfazeném souhrnném reportu . vl M N . 3
O0cekavame vasi odpoveéd a vyjadreni k nize uvedenému provozu.

Vazeni kolegove, Mezi 16:15 a 16:36 CET jsme zaznamenali pres 16 000 spojeni ze zdrojové IP adresy na nas

cilovy systém. C&st z nich bezpecnostni systém FortiGate vyhodnotil jako &kodlivou a

. G 2 £ g v 2 b ; - zablokoval.
nase detekéni systémy zaznamenaly nasledujici mozné problémy souvisejici s hostitelem 195.113.147.124, ktery

souvisi s Vasim rozsahem IP adres nebo Vasi doménou: Mize se jednat o legitimni provoz ale i o kompromitovany stroj provédéjici skenovani.

[1] Stroj mé oteviené p¥istupnou sluzbu SNMP s komunitou "public”. Detaily a logy:

Zdroj Prvni udélost Posledni udalost Detektory Zpravy Zdrojova IP adresa: 78.128.214.225

2026-09-25 202 25 1 1 Zpétna A Vyhledat Cilova IP adresa:
05:14:34 +02:00 05:14:34 +02:00 vazba

udalosti

Zdrojovy port: Rzné (dynamické)

Details from detector cz.cesnet.sabu_ext.shadowserver Fa

- Cilovy port: 8443
Zdrojovy port: 161
Zdrojovy protokol: snmp, udp Protokol: TCP

e (s I o R e e et el  Casové rozmezi: 16:15 aZ 16:36 CET.

. i Prosime o ovéreni, ocekdvany a zadouci.
Tento report obsahuje udalosti se STREDNI zavaznosti. Pfezkoumejte prosim dotéené systémy, napravte zjisténé

problémy a informujte nas o vysledku. S pozdravenm,

ﬁ[fl | ] il (—@Hﬁ
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cesnet

pfat.

Prohledat databazi udalosti

Tiida udalosti Pocet Podil
etel ¢ S zdroj t 2
ctekee iich 2 Admin @ __unknown_ 22025607  66,98%
: o
Cas detekce od: n Cas detekce do: recon-scanning E HEIAIA2) 14,1508
2025-10-06 14:00:00 @ 2025-10-13 14:00:00 @ ® attempt-login-ssh E] 4516 765 13,73%
Poznamka: Zvolens ¢asova zona je "Europe/Prague” Poznamka: Zvolens ¢asova zéna je " Europe/Prague”
Adresy zdroje: n Zdrojové porty: n Typy zdroje: n anomaly-traffic E] 1100475 3,35%
195.113.134.0/24
y @ Stiempt oginrin E] 495790  151%
Adresy cile: n Cilové porty: n Typy cile: -
1 Nic nevybréno avail-ddos [ = -] 65241 02%
Kategorie: Protokoly: Popis: 5
hesons n [oioko. il @ attempt-login-telnet E] 19796 0,06%
Nic nevybrano Nic nevybrano
e 4235 0,01%
Zdrojova skupina: n Zdrojové zavaznosti: Zdrojové tfidy: n attempt-exploit E]
Nic nevybrano Nic nevybrano Nic nevybrano @ vulnerable-config-tls-deprecated E] 2 604 0,01%
Cilova skupina: Cilové zavaznosti: Cilové tridy:
’ n n ’ n vulnerable-config-ciphers-old [E] 378 0%
Nic nevybrano Nic nevybrano Nic nevybrano
: o
Detektory: n Typy detektorii: n @ attempt-exploit-http E 190 0%
Nic nevybrano Nic nevybrano @ vulnerable-config-ntp E] 163 0%
Hiedat Vymazat ~®@Rychlé hleda Radit dle: * @ vulnerable-config-time-not-synced E} 103 0%
dle ¢asu detekce sestupné 85 0%
abusive-spam-spammer E] .
@ vuinerable-config-tis-old [ = -] 72 0%
vulnerable-config-ssdp E] 21 0%
@ vulnerable-config-domain E] 13 0%

vulnerable-config-ipmi E} 5 0%

~ 20 reportl denné === o

@ intrusion-botnet-bot E] 1 0%

vulnerable-config-snmp E] 1 0%

https://mentat.cesnet.cz
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https://mentat.cesnet.cz/

cesnet

Intrusion.UserCompromise

Recon.Scanning
Test
Attempt.Login
Anomaly.Traffic
Vulnerable.Config
Availability.DoS

Other

Attempt.Exploit
Abusive.Spam

Malware

Fraud.Phishing
Vulnerable.Open
Intrusion.Botnet
Availability.DDoS
Suspicious.Miner
Anomaly.Protocol
Anomaly.Behaviour
Intrusion.AdminCompromise

__REST__
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cesnet

cz.nic.turris.sentinel
cz.cesnet.tarpit|
cz.vse.levandule.filer
cz.cesnet.nemea.bruteforce
cz.cesnet.nemea.hoststats

cz.casablanca.nemea.blacklist

cz.casablanca.nemea.hoststats
cz.casablanca.nemea.bruteforce
cz.cesnet.nemea.vportscan
cz.cesnet.gvm_crowdsec
cz.cesnet.supplierintelmq
cz.casablanca.nemea.vportscan
cz.cesnet.auror_scanner
cz.cesnet.supplier.tippingpoint
cz.casablanca.int1.hugo_cowrie
cz.cesnet.ext.cznic_haas
cz.cesnet.sabu_ext.shadowserver
cz.cesnet.collector_nemea.ssh_bruteforce_ml
cz.cesnet.nemea.ssh_bruteforce_ml

__REST__
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cz.cesnet.nemea.vportscan
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cz.cesnet.nemea.url_blacklist
cz.cesnet.collector_nemea.ssh_bruteforce_ml
cz.cesnet.supplier.tippingpoint
cz.nic.turris.sentinel
cz.cesnet.nemea.miner_detector_ml
cz.cvut.sin.butcherhugo_dionaea
cz.cesnet.tarpit
cz.fnol.kb.hugo_dionaea

__REST__

0 ™ 2M 3M

pocet

CESNET

) ©
o 0 9

©

)|
0




gegnet

ma[ﬂsn —»certs

e .

net

@@uﬁ

al




cesnet

Warden

—
‘ Org 2

* Néco za néco

Org 1 v
. Tvoje data jsou dostupnd ostatnim... \
Kippo Clamav

\ RTBH Dionaea
. ... a mas data celé komunity

. Client/server - transportni kanal

API, knihovna, démon \W,/,/

{

__“

N\ 4

~

d ~ 4.5 mil/den, 30 tis/den CESNET

Netfiow Incident Handling Firewall
* IDEA >
{

"Format": "IDEAQ", \/

"TD"; "cca3325c-a089-4f8c-098f-5b0e9716ef0", C& tat.
"DetectTime": "2014-03-05T15:52:22Z", ORR  Shadowserver LaBrea

"Category": ["Intrusion.Botnet"],
"Description”: "Botnet Command and Control”, CESNET Org 3
"Source": [ \ / \
{

"Type": ["Botnet", "CC"],

"IP4": ["93.184.216.119"], . o

“Prote ["tep”, i, https://warden.cesnet.cz

"Port": [6667]

! https://idea.cesnet.cz
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https://warden.cesnet.cz/
https://idea.cesnet.cz/

§e§net

World Map | 1Pv4 space (Hilbert)

Security events, detected in CESNET network

* 40 aktivnich klient(
e ~3 mil. udalosti za den
* ~25 mil. Skodlivych IP

Reported to Warden right now
spam
unusual traffic
loitation attempt

Information wiretapping, spoofing, hijacking
bot ccessful exploit
worm, trojan, malware
scanning, snifing
open for abuse
Other unknown/unidentified
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FPGA 400 Gb/s (IPFIX)

- 400 000 flow/s z 9 sond
DDoS (amp) - DDoS Protector

Skeny, slovnikové utoky

Komunikace se stroji na blocklistech

- (C2 servery, DeepS\eek

Vidi i do nékterych protokold

- HeartBleed, Mining

(Retina)
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NetFlow, IPFIX, sFLOW, ...

DoS/DDoS amp, anomalni provoz
Statisticka analyza

Uto¢nici jsou automaticky blokovani (ExaFS)

Uto¢nici z nasich siti jsou reportovani

© ®|®

ftas
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gegnet

® Klasické

- Cowrie,
- Dionaea

® | aBrea

Honeypoty

- Monitorovani prichoziho provozu na nikdy nepridélenych IP

- JTarpitting”

g 9
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cesnet ﬁii Hu Jgo

* Honeypot as a service
- 14 aktivnich instanci

* Plug’'n’play pripojeni do Wardenu
* (Virtualizace, docker, ...)

* Stacdi nasmérovat provoz jedné/nékolika IP

https://hugo.cesnet.cz

©@
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https://hugo.cesnet.cz/
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cesnet

o Logy

[06/Dec/2014:12:34:37 +0100]
195.113.134.228 grey.cesnet.cz
"GET /search?Gravity+free+download HTTP/1.1" 200 1986 "-"

® Aktivni SyStémOVf démoni "Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.14pre)

Gecko/20101204 Ubuntu/9.10 (karmic) Namoroka/3.6.14pre"

(POStﬁX, Kn ot, Bind , Apac he, Ng | nX) Nov 22 15:05:58 office2 postfix/smtpd[27935]: CAF18ED0073:
client=grey.cesnet.cz[2001:718:1:6::134:228],
sasl_method=LOGIN,
sasl_username=pavelk

: ) gy 4 H Mt 3 Nov 22 15:05:58 office2 postfix/cleanup[30693]: CAF18ED0073:
® Autentizacni a autorizacni informace message-id=<20131122140558.GC1700@cesnet.cz>
Nov 22 15:05:59 office2 postfix/qmgr[2599]: CAF18EDO0073:
. . from=<ph@cesnet.cz>, size=7206, nrcpt=1 (queue active)

( |Og in. SSH. OIDC Sh | bbo|eth ) Nov 22 15:06:00 office2 postfix/smtp[31597]: CAF18ED0073:

’ ’ ’ pP " to=<oleg@cesnet.cz>,
relay=postino.cesnet.cz[195.113.144.242]:25,
delay=2.1, delays=1/0/1/0.11, dsn=2.0.0,
status=sent (250 2.0.0 rAME5x59029798 Accepted for delivery)

® Sitové udalosti

(anomalni provoz, zavrené porty, ...)

® \Webové aplikace

(SQLi, Codei, pokusy o exploit, ...)

o ©
_ 8| (B | g ® e e B el b g \ :
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cesnet

Historie DNS zdznamd

- Z DNS transakci na
resolverech

Priklady

- Jaky A zaznam ukazuje na
adresu a.b.c.d?

- Jaké zaznamy existuji v
cesnet.cz?

PassiveDNS

- Jak se zaznam ménil v Case?
Mozna fastflux?

- Podobné jinému jménu?
Mozna phishing?

8 @iEI

Search Match Analytics Phishing REST API Logout
.
PassiveDNS Search
Query: Date limit:
[78.128.211 45 | since:dd. wm. rrrr |
Query type: ®IP Odomain Until:
O domain & subdomains
| search |
Elapsed time: 0.040385s
Page 1
1P Domain RTYPE First seen Last seen Count | Details
78.128.211.468 vyzkumne-infrastruktury.cz | A 2021-06-07 13:21:33.157842 2022-05-03 09:22:11.964581 112 i
78.128.211.46 A 2022-02-14 10:59:54.483857 2022-04-08 09:05:02.337680 10 i
78.128.211.46 A 2021-06-07 13:21:33.163023 2022-04-27 08:02:41.262069 29 i
78.128.211.468 A 2022-01-20 10:05:37.853247 2022-06-08 09:19:51.230190 203 i
78.128.211.456 A 20T AE AT A A AE 51 G| yrenetcr 5.]pononos Toones )
78.128.211.46 A 2| celanet.cz T — |5:0| £ads.Cesne.C2 i
== cernet.cz = =
46.211.128.78.in-addr.arpa o PTR 2€| z2.cesnet-ca.cz (87— 1:1) bvsnet.cz i
NODATA 1.128.78.in-addr.arpa | A 20 cosl.cz bg7| snet.cz 5:2| crt.cesnel-ca.cz i
15 211 125 78 inaddr arna . ho6| Lik.cesneL.ne( : i
NODATA 46.211.128.78.in-addr.arpa |PTR 20 OCSp. Cesnet-ca.cz p96| LK.Cesnel.nel 5:0 cesnet.pkicz i
: cesnz.net ——
net-cz.cz cesnet-Ccerts.cz
tul.cesnet.net
net.cz vesnet.cz
— du.cesnet.cf — -
IVSNeLCz : cesnet.hk
wisnet.cz — —
CrsneL.cz -
cesnet.cz.lampanet.net itsnet.cz
— ceznet.cz

https://passivedns.cesnet.cz

LE%J. (

casnet.cz

fedra.cesne(-ca.cz

cesnet-gw2.hknet.cz

cesnet2.cz

150.cesne.cz

notesnet.cz

lai.cesnel-ca.cz

cesnel-ca.cz

cesnet.cf

cesnet-gw3.hknet.cz

cesnet-gw1.hknet.cz

ocspl.cesnet-ca.cz

Cesnet.co.za

cesnet.cz.didata.cz

L
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cesnet

® Primarni zdroje - Warden, MISP

® Data obohacena o externi zdroje

Specialné ty, které nejdou stahovat hromadné

® Prepocitano (ML) do reputacniho skére

Coz je meritko
nebezpecnosti pro
dalsi den

NEG)D

NETWORK ENTITY
REPUTATION DATABASE

IP address Hostname ASN  |Country Events Rep.(2) Other properties
193.46.255.83 | hostingmailto236.statics.servermail.org As47890 |EARO 5667 5 215601 | EEYEREE Scanner| (CEEIEEE
+ 107496 DShield reports
952 105 . . =
196.251.72.53 |- AS5401120 [E£ sC + 6834 DShieid reports| 0292 | IEIEIEE) (Login'atiempts) Scanner * 3389 | selfsigned
= 297 5.2 7
52.8.37.72 ec2-52-8-37-72.us-west-1.compute.amazonaws.com | A5S16509 (== us + 4734 DShield reparts 0.458 1 blacklis
A548090 271 42 ah .
93.123.100.163 |- Aa011l6 ™= BS + 4776 Dsmieid reporte| 0451 | CIIERAIES) Scanner
= 3471 6 3 . ©
== . 9 blacklists - 22
176.65.148.238 |chernobyl.network AS51396 NL + 18690 DShield reports 0.447 GIETU(Eel Scanner 2
15211 6 4
88.210.63.67 - AS211736 |™ UA + 17591 DShield reports| 0.442 ERETEE] Scanner
+ 3 OTX pulses|
146.190.174.211 |- AS14061 |E= US 1288 1 1 0.441 ists WETET TGN LT Tl % 22, 80, 443 | cloud, open-dir
SR = + 11612 DShield reports| e e .
408 4 2
20.169.85.114 | azpdweq95i0h.stretchoid.com AS8075 (B us + 4132 DShield reports| 0.435 ERElRE] Scanner
+ 1 OTX pulses|
= 2297 4 2
5 = acklis %2 e
152.32.206.51 A5135377 == Us + 9757 Dibictd reports| 043¢ | EEIEIREAESY Scanner
AS516276 28516 5 2 S P
91.199.163.52 |- AS200272 | = T + 33580 DShield reports 0428 |EREWdEY Scanner
78.128.112.74 |ip-112-74.4vendeta.com AS202323 |, pg RS TP YAl & biackiists || Login attempts’ Scanner
e T T AS208637 + 249791 DShield reports ' = —— - -
88911 12 2
45.135.232.24 = AS198953 |m=m RU + 2009579 DShield reports( 0.426 ERVETLJHY | Login amernpts "= 135, 137, 139, 5985
+ 1 OTX pulses|
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gegnet

Tor W

| | C%SHODAN @AbuselPDB Pohield
Censys ASRank

SZRBS GeolP  BGP+ASN  §3) £GPk Ranking
whois
Caida.org

w8 [ e m ]

As-needed data
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MISP

Threat Sharing
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cesnet Skenovani sité

° SNER (Slow Network Reconaissance)
Paralelni NMAP
~ Nuclei
~ Nessus P e
B . nn o iu7:::::;‘::::0.0125) a : g} B sner/basic auror sner/nuclei
2 9 1 8 7 h O St .lJ Subnet (78.128.211.0/24) sner/basic auror sner/nuclei
60040 services ..o
[ ]

A r O r Subnet (78.128.212.0/26) sner/basic auror sner/nuclei
LI 2

- 78.128.212.0/26

t e S t S S I . S h Subnet (78.128.212.64/26) sner/basic auror sner/nuclei

- 78.128.212.64/26

security.txt
~ DNS

https://sner.flab.cesnet.cz
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https://sner.flab.cesnet.cz/
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gegnet

e TARRNIS =

CyberFeed

- Sledovani zdroju o zranitelnostech
- Prioritizace, kompletace, zhodnoceni

- Web, Mail, RSS - ~ 400 reportd a ~ 800 CVE za rok

- VA2AM

« Hledani zranitelnych verzi ve vysledcich skenovani

« Warden —» Mentat —» Reporting

https://cyberfeed.cesnet.cz

i 9 @iﬂl

%3_(

B " | Emrg g

©

7 GitLab opravuje 11 zranitelnosti

Publikované dna 24. 9. 2026.

L
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§e§net

Forenzni laborator

* Penetracni testy (5 FTE pentesteru)

Socialni inzenyrstvi

* Phishingator

~ 26 instanci, 75 tis. emaild za 2025
~ 3 testy na klic¢ roCné

* The Catch - 5. 10. 12:00:00 UTC https://thecatch.cz
~ 10. rocnik, 30 let CESNETU - téma NREN
~ Loni 522 registrovanych, 19 dohralo
* Skoleni
(Cerstvé medaile ze SANS) iy /jnab.cosnet.cz
https://phishingator.cesnet.cz © I
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https://thecatch.cz/
https://flab.cesnet.cz/
https://phishingator.cesnet.cz/

gegnet

|
£& TURRIS

r.lc::gsnet CyberFeed - VA2AM

.
- - 2
& P,
N o
> A .
g X
ftas "
.' A .
' NP
: \ g
: \ :
""" i Nt :
L N :
. \ :
S N
network security incident exchange <*

é

!

SNER Auror

cesnhet

flab

- Ew) ! ER £ SERE PEX IEEY E
i d-am

= TEE L. L N A
e Sl o B2 7™ P U el . ok dram ™ g

&) AbuselPDB

PDNS N\ SZRBS
NE()D C% SHODAN

HEPII'IMIIHI BATABHSE

©)
— — ©
_ B (B g e e B el b g | :




cesnet

[} | [ |
mEm
Agreegate
Scan agreement manager
TCerllﬁcale
[ ey ) — 5
DHCP

Negistry

Virtual
TCS

ShadowServer

N6

RSS

Nessus
Lightweight pentesting

y
SNER s
. Taranis Nemea
Slow NEtwork Reconaissance | L | . ‘
Scanning Vulnerability management Flow probe data aggregation Cymru
NSHaRP
CVE+CPE Vulnerability reports RR stream
FTAS NetBox
Static IP/Net/ASN/status/contact info

CrowdSec

CSIRTForum ADICT
IP characteristics

Turris
HUGO . SABU
Shodan | Honeypot as a service | | PassiveDNS | | Deadbeat connectors | ’ Flow-based Traffic Analysis
Censys
-
Reports for archivation

Changes and anomalies
X
AMFORA ‘Warden
Asset Management for Andrea IDEA event exchange hub
. Mentat
‘URLEvaluator Specific reports Incident/vulnerability reporting | [ abuse @cesnet.cz j
N:ns Mail
OTRS
Agenda CESNET-CERTS

Reports

NERD
Network Entity Reputation Database

Customer/Member Reports

N

©




gegnet

Warden:
IDEA:
Mentat:
HUGO
FLAB:

Phishingator:

TheCatch:
SNER:
CyberFeed:
PassiveDNS:
NERD:

Nemea:

https://warden.cesnet.cz
https://idea.cesnet.cz
https://mentat.cesnet.cz
https://hugo.cesnet.cz
https://flab.cesnet.cz
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https://sner.flab.cesnet.cz
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