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cesnet Kde jsme zacinali?

off
©® Informace roztrousené po nékolika © Jeden systém, ktery udrzi vétsinu
systemech informaci o siti
= Wiki , , N _
« Racktables © Systém, ktery dokdze komunikovat
= Excel strojové s ostatnimi = API

O Slozité ziskat odpovéd na jednoduchou
otazku — koho ovlivni tento vypadek

© Zpfristupnit mozZnosti automatizace

© Auto-dokumentujici sit
® Nemozné uvazovat o automatizaci

® Dokumentace nikdy neodpovidala 5 o
realité ©® Modelovat sluzby a ne pouze zafizeni




Vizionar Pepa a prvni zminky

ceshet
el NetBoxu

MozZnosti jsou NetBox

nebo IPFabric

Potfebujeme IPAM/DCIM

, Soucasna situace je
systém J

neudzitelna

Mame jedine¢nou moznost
vSe udélat nanovo




_c_:e_§net Jak jsme nasazovali NetBox

0

Migrace DWDM Migrace IP/MPLS Inventory Integrace systémi
plugin
Nasazeni Attachements Synchronizace Priibéhy tras Workflow
NetBoxu plugin VMware Orchestrator

@ o




g_g_gnet Vyzva soubéznych praci

THIS IS FINE.

©KC Green
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Migrace DWDM Migrace IP/MPLS Inventory Integrace systémi
plugin
Nasazeni Attachements Synchronizace Priibéhy tras Workflow
NetBoxu plugin VMware Orchestrator
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@ Services

Y Vet .
3% Optical system




§e§net Sit

Zakaznicka Zakaznicka
Sitova sluzba v NetBoxu lokalita A lokalita B

® Device




cesnet

Device Module Bays Interfaces (g3 Console Ports Power Ports BGP Sessions (g Attachments  Assets (] BGP Connections (GE&E]
Custom Objects CF Backrefs (@i Config Context Render Config Contacts Images Diagrams  Journal Changelog Link - BGP (gl

Link - OSPF (§B)  Service-NETFYZ [f)  Link- LLDP (€]

Device Management

Region CZ | Hlavni mésto Praha / uzemi Hlavniho mésta Prahy / Praha Status

Site Pfipojny bod / Praha-Zikova Role

Location &.95 Platform

Rack Rack R1 (U25 / Front) a Primary IPv4

Virtual chassis - Primary IPv6

Parent device -

GPS coordinates

Tenant A010000 - CESNET, zajmové sdruZeni pravnickych osob [D0001]
Description —
Cooling method —

Airflow —

Serial number

Asset tag —

Config template interface_portid_configuration

Custom Fields.

Central Log Management (CLM)

FQDN @ ri.cesnet.cz
Groups 701
Kontakty

Odpovédné osaby —
Oddéleni @ 701 - Oddéleni sitové infrastruktury
Network Importer

Updated by Network Importer

Device view

Qut-of-band IP

Cluster

Application Services

NAME PORT MAPPINGS

Image Attachments

IMAGE OBJECT

Device Type

Manufacturer  Cisco

Model ASR-9903
Height 3uU
Front image

LLDP Neighbors Authorized Keys Credentials

Link - ARP (@&  Link -NOP (€D Link - mPLS LOP (@D

Roer

iosxr

DESCRIPTION

— No application services found —

DESCRIPTION DIMENSIONS

— No image attachments found —

<+ Attach an image

SIZE

Map Locations

Link - 1515 ()

+ Add
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v I Zakaznicka Zakaznicka
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ceshet Cable trace

Cable Trace for Interface FortyGigabitEthernet0/0/0/1/0

FortyGigabitEthernet0/0/0/1/0

Cable #669
Connected

Port 43/8A Port 43/8B

Port 43/8A Port 43/8B

Cable #1102 Cable #1103
Connected Connected

Port 43/8A Port 43/8B

Port 43/8A Port 43/8B
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Sitova sluzba v NetBoxu
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v I Zakaznicka Zakaznicka
Sitova sluzba v NetBoxu lokalita A lokalita B

® Device

agp

4 Optical Segment
& Physical path
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§2§net BGP smeérovani

FortyGigabitEthernet0/0/0/1/0

U Attachments -~ + Add Child Interface Bookmark #. Subscribe W Delete
8 2022-07-18 13:22 (2 2026-09-26 06:05

Interface BGP Sessions  Attachments BGP Connections LLDP Neighbors Custom Objects Diagrams Journal Changelog Service-NETFYZ

Quick search

$ Configure Table ~
Showing 1-2 of 2

ID DEVICE v X NEXT HOP INTERFACE NEXT HOP BGP PREFIX BGP PREFIX TENANT VRF ROLE
724 R1 FortyGigabitEthernet0/0/0/1/0 2001:718: 2001:718; C030000 - — s~
645 R1 FortyGigabitEthernet0/0/0/1/0 2001:718:\ 2001:718: C030000 -

= ;o
Showing 1-2 of 2
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C030000 -

2022-02-03 01:00

Tenant BGP Sessions

Quick search

Showing 1-15 of 15

9298

9659

9227

724

9661

645

9593

111

285

6017

306

9666

14900

5660

13526

Showing 1-15 of 15

2 2026-04-09 09:46

DEVICE ~

R1

R1

R1

R1

R1

R1

R2a (T05842)
R2a (T05842)
R2a (T05842)
R2a (T05842)
R2a (T05842)
R2a (T05842)
R9

R29

R29

%

Attachments BGP Connections

NEXT HOP INTERFACE
HundredGigabitEthernet0/0/0/5.60
HundredGigabitEthernet0/0/0/5.60
HundredGigabitEthernet0/0/0/5.60
FortyGigabitEthernet0/0/0/1/0
HundredGigabitEthernet0/0/0/5.60
FortyGigabitEthernet0/0/0/1/0
TenGigabitEthernet0/0/0/28.61
TenGigabitEthernet0/0/0/28.61
TenGigabitEthernet0/0/0/28.61
TenGigabitEthernet0/0/0/28.61
TenGigabitEthernet0/0/0/28.61
TenGigabitEthernet0/0/0/28.61
TenGigabitEthernet0/0/0/27.201
GigabitEthernet0/0/0/3

TenGigabitEthernet0/0/0/30

Custom Objects

NEXT HOP

CF Backrefs (g

BGP smeérovani

Contacts

BGP PREFIX

Diagrams

Journal Changelog Service-NETFYZ

£ Configure Table ~

Per Page

BGP PREFIX TENANT VRF ROLE

030000 -
C030000
C030000 - ;o
C030000 -
€030000 -
030000 - 2o
€030000 - ;-
030000 - [~ -]
€030000 -
C030000 -
€030000 -
C030000
030000 - R
C030000 - [+ -]
C030000 - [+ -]
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cesnet

Devices / Praha-Zikova

orion.bb.ces.net (T4346)

£ 701 - Oddéleni sitové infrastruktury 2024-01-02 15:44 2 2026-01-27 08:27

Device Interfaces a Console Ports . Power Ports BGP Sessions  Attachments  Assets n
Images Diagrams Journal Changelog

Device

Region CZ / Hiavni mésto Praha / uzemi Hlavniho mésta Prahy / Praha

Site Pfipojny bod / Praha-Zikova

Location €.94

Rack Rack A7 (A7) (U17 / Front)

Virtual chassis —
Parent device —

GPS coordinates

Tenant -

Description —

Cooling method —

Airflow Front to rear
Serial number
Asset tag T4346

Config template —

Custom Fields
Central Log Management (CLM)
FQDN @
Groups
Kontakty
Odpovédné osaby
Oddéleni @

Network Importer

Ladislav Loub

701 - Oddéleni sitové infrastruktury

Device view

BGP Connections

aa

dcim.device:699

@ Attachments v @ + Add Components R Bookmark 7/ Edit | @ Delete

LLDP Neighbors Authorized Keys Credentials Map Locations Config Context Render Config Contacts

Management

Status

Role -

Platform Debian GNU/Linux 12 (64-bit)

Primary IPvd 10.7.1.4
Primary IPv6 —

Out-of-band IP —

Cluster —

Application Services + Add

NAME PORT MAPPINGS DESCRIPTION

— No application services found —

Image Attachments + Attach an image

IMAGE OBJECT DESCRIPTION DIMENSIONS SIZE

— No image attachments found —

Device Type

Manufacturer  Dell

Model PowerEdge R620
Height 1u

Front image

Rear image
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ceshet Interface view

Device Interfaces e Console Ports Power Ports BGP Sessions Attachments Assets BGP Connections LLDP Neighbors Authorized Keys e Credentials Config Context Render Config Contacts Images

Diagrams Journal Changelog

Quick search ® v Y v £ Configure Table v
NAME v X DESCRIPTION TAGS MODULE IP ADDRESSES DEVICE CONNECTION BRIDGE

Q Gig-E1 = — — orion.bb.ces.net (T4346) nexus1 > Ethernet107/1/37 bond0 B m
@ Gig-E 2 = — — orion.bb.ces.net (T4346) nexus2 > Ethemet107/1/37 bond0 [ n
0 Gig-E 3 — — — orion.bb.ces.net (T4346) — —
0 Gig-E 4 - — — orion.bb.ces.net (T4346) — —
@ bondo = = — 10.71.4/24 orion.bb.ces.net (T4346) — —
% iDRAC — — — orion.bb.ces.net (T4346) — —

Showing 1-6 of 6
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ceshet IP Address view

|P Address Related IPs g BGP Sessions Attachments BGP Connections Ping Status Contacts Diagrams Journal Changelog

IP Address Parent prefixes

Family IPva4 PREFIX TENANT DESCRIPTION NETNAME TAGS  STATUS

VRE Global 1070016 — servery vlan 1070, Praha (vian 1070 - 1099) - -
Tenant —

Application services

staus
Role Loopback

NAME PARENT PORT MAPPINGS DESCRIPTION

— No application services found —

DNS Name orion.bb.ces.net

Description _ SoPing Status
Assignment orion.bb.ces.net (T4346) / bond0 No ping data available.
NAT (inside) —

NAT (outside) —
Primary IP v

Q0B IP x



S_?fnet Servery

Server v
Evidence serveru v NetBoxu datacentru

= : C—
= Device e
Physical path =
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Interface
IP Address
SSH keys
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cesnet

Device Interfaces a

Diagrams Journal

Quick search

Showing 1-7 of 7

10
20

24

Showing 1-7 of 7

Console Ports Power Ports

Changelog

USERNAME
jankrupa
adamec

prda

loub

kuba
prochazkapetr

tux

SSH keys

Assets n BGP Connections  LLDP Neighbors  Authorized Keys

PUBLIC KEY

ssh-rsa ...oJchiPU=
ssh-rsa ..WP3IfQ==
ssh-rsa ...gBrljok=
ssh-ed25519 ...iEKb3780
ssh-rsa ...Z3ph4iwt
ssh-ed25519 ...IMY5yOwe

ssh-ed25519 ...RwHrXxId

Credentials

Config Context

Render Config

Contacts Images

£ Configure Table v




cesnet Servery

Server v
Evidence serveru v NetBoxu datacentru

= : C—
= Device e
Physical path =

L]

® Interface
IP Address
W SSH keys

E Inventory




cesnhet Inventory view

Device Interfaces a Console Ports Power Ports BGP Sessions  Attachments  Assets BGP Connections  LLDP Neighbors  Authorized Keys Credentials  Config Context Render Config ~ Contacts  Images

Diagrams Journal Changelog

Device Serial: ‘ '
Quick search 2 Configure Table
Showing 1-1 of 1
D PARTNUMBER SERIAL DESCRIPTION ASSIGNED OBJECT ASSIGNMENT STATUS LIFECYCLE STATUS PROBE STATUS LAST PROBE EXTERNAL INVENTORY ITEMS

10033 —_ vmwares orion.bb.ces.net (T4346) Deployed Never T43|;066V:VECR:ESIJEC?I¥EEZDOELL

Showing 1-1 of 1
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Automation framework

TS Workflow
w Orchestrator .-)t
H<0®

ORCHESTRATION

K
JBL netbox Q
OBSERVABILITY

& telegraf”

@ python’ AN
T

COLLECTOR

w

INFRASTRUCTURE

2
[. netbox
s =

INTENT

@ python’ N/
@ pytron B

EXECUTOR



cesnet (XA  CESNET WFO test Automatizace # Orchestrace

Subscriptions #
Automation Orchestration
Active  Terminated  Transient  All
Q Search... @ Edit columns
START PLAN D | Description | status | InSyne | Producttag | Customer abbr | startdatesl | End date | Note
e 23271b48 core link [DIRECT] R1 FourHundredGigabitEthernet0/0/0/0 <> FHO/O/O/O F  active o CORE_LINK  default-cust 8/12/2026
2 e efebf7e7 port FHO/0/0/0 on R301 active (] PORT default-cust 8/12/2026
7395516¢ port FourHundredGigabitEthernet0/0/0/0 on R1 active o PORT default-cust 8/12/2026
i e 013d96aa port TenGigabitEthernet0/0/0/29 on R1 active (-] PORT default-cust 8/10/2026
EXECUTE I e b3a7c235 core trunk R1 HundredGigabitEthernet0/0/0/13 <» HundredGigE1/0/49 S3  active (] CORE_TRUNK default-cust 8/10/2026
ExECUTE 51 e 6b8a7f75 port HundredGigE1/0/49 on S301 active (- PORT default-cust 8/10/2026
i e 0563d527 port HundredGigabitEthernet0/0/0/13 on R1 active (] PORT default-cust 8/10/2026
ACT 0 e fel9ff34 node $301 (active) active o NODE default-cust 8/6/2026
i e edefalla node R302 (active) active ] NODE default-cust 8/6/2026
e 9592e486 node R301 (active) active (] NODE default-cust 8/6/2026
2 e a0536f680 node R1 (active) active o NODE default-cust 8/6/2026
Rowsperpage: 15 ~ < 1 >
END CHECK
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Vewvyrse

1) Prvnikrok je nejnarocnéjsSi =~




ceshet Kde jsme se spalili

Custom Objects

, . « 7 v vevrs Module type
1) Prvni krok je nejnarocnéjsi profiles

2) Bud pripraven na zménu Multi-object Cooling

cable Infrastructure

terminations &

Cable Profiles &
Object

GraphQlL
API
introduced




cesnet

1) Prvni krok je nejnarocnéjsi

2) Bud pripraven na zménu

3) Opravnéni nejsou sranda

\

Kde jsme se spalili

Insufficient read permissions lead to unintended relationship [ Newssue

deletion #21152 #

IE] Closed as duplicate of F18087 Bug

B houbladi cpened on Jan 14

MetBox Edition
NetBox Community

MetBox Version

wd 5.0

Python Version

33z

Steps to Reproduce

1. Create a user with:
Permission to edit devices
Mo permissicon 1o view tags
2. Assign one of mone 1ags 1o a device,
3. Log in as the restricted user,
4, Opan the device edit form.

§. Change ary field (e.g., deseription o role) and save.

Expected Behavior

Tags that the user cannat see of manage should be preserved when saving the device.
Alternathrety, tag fledds should be treated as read-only or ignored dwing save operations i the user lacks tag

permissions.

Nhearvad Rahaviar

B

Assigness

Wo one assignad

Labals

(D) | statas: dupiicats ([TDTD

Type
Bug

Projects

WO projecis
Milagtshy

Wo milestone
Relationshups
Kong yel
Development

Mo branches or pull necraests

Notifications [T ]
EL Uniubscrite

You'ne receling notilications Decwsse you're
subiscribed ba this thread.

Participanis




§e§net Kde jsme se spalili

Vewvyrse

1) Prvni krok je nejnaro€néjsi
2) Bud pripraven na zménu

3) Opravnéni nejsou sranda

4) Neékteré véci prosté nejdou —\

dokumentovat




§e§net Kde jsme se spalili

m . Sitar 1

1) Prvni krok je nejnarocnéjsi

Co jste kdo délal na R1? \era jsem nastavil
description a je tam najednou ta pGvodni!!!

2) Bud pripraven na zménu 10:20

3) Opravnéni nejsou sranda citar 2 .
Itar

4) Nékteré véci prOSté nejdou Zadal jsituzménu do NetBoxu? 10:22J

dokumentovat

Sitar 1
No nezadal... 10:25

Developer 1 .
Nevadi. Pfidame tam dalsi check, aby uz k

tomu tak snadno nedoslo.

5) Automatizace mize byt —
nebezpecna

10:30
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Pokud to neni v NetBoxu, tak to
neexistuje!

Dékuji za pozornost

#PROPOJUJEMEVEDU

n Z3ari 2026
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