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cesnet Jak vypada konfiguraéni prasvih

" Provoz Spatnou cestou
= Chyba v pravidle, filtru nebo smérovani zmeéeni tok provozu.

= Zména s prilis velkym dosahem
= Skript nebo Uucet mlze zménit vic, nez mél.
= Bezpecnostni parametry
= Pro Sifry, protokoly
" Problém, ktery neni vidéet
= Chybné logovani, alarmy nebo telemetrie zpozdi reakci.
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cesnet Pojistky NETCONF a YANG

= Zabezpecené rozhrani
« Sifrovana relace

= Autorizace
« NACM

= Candidate datastore
= NMDA (candidate, running, operational)

= Validace dat
= YANG typy, rozsahy, vazby, podminky

= Commit / rollback
= NETCONF confirmed commit

= Stav a notifikace
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gggnet Validace dat v YANG

= Spatny typ hodnoty

* Hodnota mimo povoleny rozsah

= Chybéjici povinny udaj

* Odkaz na neexistujici objekt

" Nesplnéna vazba mezi polozkami

* Hodnota mimo bezpecnostni politiku
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YANG ukazka

container management {
leaf enabled {
type boolean;

}

leaf interface {
type leafref {
path "/if:interfaces/if:interface/if:name";

}

mandatory true;

}

leaf max-session {
type uint8 {
range "1..10";
}
}

leaf label {

type string {

pattern "[a-zA-Z0-9_-]{3,16}";

}

leaf allowed-subnet {

when "../enabled = "true'"’;
type inet:ipv4-prefix;
mandatory true;

must ". 1='0.0.0.0/0"";
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cesnet Postupna fizend zména

= zabezpecena NETCONF relace
" |ock candidate

= edit-config

" confirm-commit

= get / notifikace




cesnet Stejna data, ruzna opravnéni

leaf allowed-subnet { <rule-list>
type inet:ipv4-prefix; <group>operator</group>
nacm:default-deny-write; <rule>
} <path>/ex:allowed-subnet</path>
<access-operations>read update</access-operations>
leaf ssh-private-key { <action>permit</action>
type string; </rule>
nacm:default-deny-all; </rule-list>
} <rule-list>
<group>security-admin</group>
<rule>

<path>/ex:ssh-private-key</path>
<access-operations>update</access-operations>
<action>permit</action>
</rule>
</rule-list>
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ge§net Od YANG modelu k béZicimu zatizeni

" libyang + libnetconf2
= NETCONF klient

" netopeer?2 + libnetconf2 + libyang
= NETCONF server

" SySrepo

» YANG datastore, subscriptions / callbacky
= pluginy / aplikace zarizeni

» aplikace zmén, stavova data, RPC / actions

= hardware / sluzba zarizeni
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CzechLight: bézi to u nas v provozu ceshnet
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cesnet S kym a na éem jsme spolupracovali

= partneri: Deutsche Telekom, RACOM, Swisscom, ABB

= Technologicka podpora, nové standardy
= TACR projekt, komprese dat, integrace, web gui
= rozsireni do libyang, nové standardy

= FreeRTOS port netopeer?2

" priprava nového IETF RFC — YANG Schema Comparison




_c_:s§net Zavér a moznosti spoluprace

" konzultace ke standardiim
" Upravy a pluginy na miru
" pomoc s integraci

= technicka podpora




cesnet Odkazy

» Hlavni stranka nasich open-source projektu
» https://www.sysrepo.org/

= Czechlight
= https://czechlight.cesnet.cz/cs/

= Kontakt
= netconf-support@cesnet.cz



https://www.sysrepo.org/
https://czechlight.cesnet.cz/cs/
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