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EU Digital Wallet

= Clenské staty EU maji do konce roku 2026 povinnost poskytnout
svym obcantm tzv. EUDIW - EU Digital Identity Wallet
* DIA to preklada jako , Evropska penézenka digitalni identity”

"neni to penézenka, je to dokladovka, bude obsahovat doklady
= kvalifikované
" obcansky prikaz
" Fidi¢sky prikaz, technicky prikaz auta
" |SIC, univerzitni diplom
" prukaz zdravotniho pojisténi
= nekvalifikované
" Clenska karta do fitness klubu
" prikaz zaméstnance
" vlakova jizdenka, letenka
»nebudou v ni penize
= 74dné kryptomény, kredity, ani nic podobného
" s pomoci dokladu asi pljde podat platebni pfikaz v bankovni aplikaci
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Proc?

=e|DAS 1.0 elD (tzv. ,ldentita Obcana”)

» inter-federace narodnich autentizac¢nich schémat

=e|DAS 2.0 EUDIW

= aplikace (mobilni nebo webova)

protokol SAML (Security Assertion Markup Language)

= protokoly OID4VC (OpenlD for Verifiable Credentials)
= sbird doklady od vydavatell (Issuer)

= vydava doklady pfijemcim (Veri

fier)

= problém ¢&.1 vyfeSen - vydavatel nevi, kde a kdy jsou doklady pouzity
= problém ¢.2 by mél byt vyfeSen - tzv. nekvalifikovani vydavatelé
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web server IdP (Identity Provider) vydava XML dokument web serveru SP (Service Provider)
problém ¢&. 1 - IdP vi o kazdém pfihlaSeni uzivatele
problém ¢&. 2 - elD je v mnoha zemich véetn& CR uméle omezeno na organy vefejné moci




Components of the “OpeniD for Verifiable Credentials”

specification family
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(3) OpenlD for Credential Issuance (Issuance
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of verifiable credentials)
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Can be hosted locally on the

user’s device, have cloud

components, or be entirely

hosted in the cloud
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Present
Credentials
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Verifier
(Website)
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(Presentation of verifiable credentials)

(1) OpenlD Connect for Verifiable Presentations

(2) Self-lssued OP v2 (authentication using identifiers
not namespaced to the third-party identity providﬂ&.
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K ¢emu nam to bude?

*mozna budeme moci pfijimat do
- hodi se to pfi zpracovani citlivych c

<lady vydané statem
at

*mozna budeme moci pfijimat do

<lady vydané jinymi staty EU

- zatim neexistuje pouzitelnd moznost on-line ovéreni s LoA substantial

= mozna budeme moci vydavat vla

stni doklady

- virtuaIni prikazku uzivatele e-infrastruktury
- virtualni prikazku akademického vyzkumnika

»mozna budeme moci v nasich dokladech pouzit JSON-Linked Data
- bohatsi strukturované informace o uzivateli diky RDF

- napf. ,,vyzkumnik z nekomeréni organizace zkoumajici rakovinu”
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PID

= primarni doklad bude tzv. PID - Personal Identification Data

= family_name, given_name, birth_date, birth_place, nationality, portrait
= zameérné neobsahuje identifikdtor uzivatele, aby neslo uzivatele sledovat napfic

sluzbami
= to komplikuje identifikaci
= pfi zméné osobnich Gdaji se zméni PID

= patrné bude nutné vytvaret ad hoc identifikdtory, napft. identifikator uzivatele

e-infrastruktury

= Ceska EUDIW bude dostavat PID jen pro lidi v ROB (registr obyvatel)

= obsahuje:
- ob&any CR
= cizince s trvalym pobytem

= cizince s prechodnym pobytem delS$im nez 90 dnd

= cizince s udélenym azylem
= zahranicni studenty
= preshraniéni pracovniky
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cesnet Druhy dokladd v EUDIW

= PUB-EAA - Public Electronic Attestations of Attributes

- LoA high - data od Urednich orgdnl z registrl statu
- ekvivalent papirovych dokumentl - rodny list, fidi¢sky prikaz, ...

- vydavaji statni organy uvedené v EU Trust List
» QEAA - Qualified Electronic Attestations of Attributes
- LoA high - od duveryhodnych prostfedniki napojenych na stéter)n akreditované

subjekty (vysoké skoly, profesni komory, zdravotni pojistovny, ...
- VS diplomy, profesnl' kvalifikace (advokatni opravnéni, 1ékarské licence), pilotni

prukazy, vypisy z obchodniho rejstfiku, ...
- vydavaji Qualitied Trust Service Providers (QTSPs) uvedeni v EU Trust List

= EAA - Non-Qualified Electronic Attestations of Attributes

- LoA low nebo substantial - ostatni vydavatelé doklad

- Clenské prukazky, zaméstnanecké prikazky, jizdenky, vérnostni karty, ...
- vydavaji non-qualified Trust Service Providers (TSPs), scheme-specific trust list
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cesnet Selektivni vydavani udaju

» OID4VC rozlisuje mezi Veritiable Credentials (VC) a Verifiable
Presentations (VP)

« doklad prezentovany pfijemci se muze skladat z vice vydanych
dokladu a zaroven nékteré Udaje vynechat

*napf. muzete predloZit svoje jméno bez bydlisté nebo roku
narozeni
=specialni je ovéreni véku - VC obsahuje sadu pfiznaku

age over_15 StarSi nez 15 let BOOLEAN
age over 18 StarSi nez 18 let BOOLEAN
age _over 21 Starsi nez 21 let BOOLEAN
age over 60 Starsi nez 60 let BOOLEAN
age_over 65 StarSi nez 65 let BOOLEAN
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cesnet Formaty pro Verifiable Credentials

«[ETF SD-JWT VC pro on-line ovérovani pres internet

= [ETF - Internet Engineering Task Force

= SD-JWT - Selective Disclosure for JSON Web Tokens
« RFC 9901, rozsireni formatu JWT (RFC 7519) o volitelnd , odhaleni” dat

|ISO/IEC-mdoc pro blizké ovérovani pres BLE, NFC, QR kody

» |SO - International Organization for Standardization
= |[EC - International Electrotechnical Commission

» mdoc - mobile document format
= zalozen na formatu CBOR - Concise Binary Object Representation - RFC 8949

= \W3C Verifiable Credentials Data Model 2.0

- v EUDIW odlozeno, neni v seznamu podporovanych formatu
- zaloZzen na JSON-Linked Data reprezentaci RDF (semantic web)
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cesnet Selective Disclosure for JSON Web Tokens

= JWT je text tvaru <header>.<payload>.<signature>
» header obsahuje Udaje o podepisujicim kli¢i a algoritmu
* payload je JSON
= vSechny tfi ¢asti jsou zakddované baseb4url

= SD-JWT je text tvaru
<header>.<payload>.<signature>~<d1>...~<dN>~<keybinding>
= payload obsahuje hashe jednotlivych disclosures
= disclosure je JSON trojice [<salt>, <claim name>, <claim value>]
= pii prezentaci jsou pridany jen disclosure toho, co je nutné poskytnout
= keybinding je verejny kli¢ Holdera (walletu)
= tj. SD-JWT je néco jako X509 certifikat, kde CA je Issuer, subject je Holder
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Encoded SD-JWT

eyJ0eXAiOiJzZCtqd3QILCJhbGciOiJFUzITNIJO.eyJpZCIGIIEyMzQILCJf
c2QIiOIsiYKRUUNZINS1Zbi1IRzdjcXBWUjVPVIJJWHNTYUJrNTdKZ2IPc
VOgMVZINCIsSImVOM1VmUnIsd1ZyZIhkUEt6Zzc5aGNgRDFJAHpVUTI
vQm9OYUKdOTWSOzRmsILCJE6V2ZaTIMXOUFOYIJTVGJVN3INKUM4wQ!
PRAIASZGNobOM3VVphYkZyalk4110sl19zZF9hbGciOiJzaGEtMjU2In0.n
27NCtnuwytIBYtUNjgkesDP_7gN7bhalLhWNL4SWT6MaHsOjZ2ZMp9
87GgQRL6ZKLbJ7Cd3hlePHS84GBXPuvg~Wyl1ZWI4Yzg2MjMOMDJj
ZjJiwiZmlyc3RuYW1lliwiSm9obiJd~WyJINWMzMWY 2ZWYzNTg4MW
JjliwibGFzdG5hbWUILCJEb2UIXQ~WyJmY TIKY TUzZZWJjOTK3OThlliwi
C3NUliwiMTIZLTQILTY3O0DKiXQ~eyJ0eXAiOiJrYitqd3QILCJIhbGciOiJF
UzI1NiJ9.eyJpYXQIOJESMTAWN]Kk3MjIsiImF1ZCI6ImMRpZDpleGFtcGxIOj
EyMylsimSvbmNIljoiazh2ZGYwbmQ2liwic2RfaGFzaCl6lI8tTmJWSzN
mczI3VzNHaDNOUKtSNEtINMZDMUwzNOR2MFFfalBXdOppRkUIfQ.p
qw20B5IA5ya9Mxf60hE3nr2gsJElolinuCa4qlisiiHowg3WzTDFmW2S
UNVK_ORNOWUGR0OGbJx5uYZh8k4EbA

https://www.sdjwt.co/

Header
1 §
2 "alg": "ES256",
3 Iltypll: Ilsd+jwtll
4 }
Payload Disclosure
T |
2 llidll. ll1234ll Salt: 5eb8C8623402Cf2e
5 sc'i"'[ ' Key: firstname
4 "5DTRVMS5-Yn- Value: John
HG7cqpVR50VRIXsSaBk57JgiOq_j1VvI4", -
5  "et3UfRyIWVrfXdPKzg79hcjD1ItzoQ9oBoxXR | Salt: c5c3116ef35881bc
GtMosFk" Key: lastname
6  "zZWfZNS19AtbRSTbo7sJRNOBZQVWRdcho | Value: Doe
C7UZabFrjY8"
7 |1 Salt: fa9da53ebc99798e
8 "_sd_alg": "sha-256" Key: ssn
9 1} Value: 123-45-6789
Key Binding Header Key Binding Payload
Wk 13
T S AT 2 "jat": 1710069722,
4 "typ".. & kbﬂw& 1 3 "aud": "did:example:123",
4 alg™ "ES256 4 "nonce": "k8vdfOnd6",
4 5 "sd_hash": "_-
NbVK3fsOWW3Gh3NRKR4Ku6fC1L37DvOQ_
jPWWJIFE"



https://www.sdjwt.co/

cesnet SD-JWT-based Verifiable Digital Credentials

» RFC draft https://datatracker.ietf.org/doc/draft-ietf-oauth-sd-jwt-vc/
« JWT header type , dc+sd-jwt” (dc - digital credential)

= definuje nové claims pro SD-JWT
= vct (verifiable credential type) - URL na metadata pro dany typ VC
= aka_vcts - dalsi typy, kterym také odpovida

»metadata pro typ VC obsahuiji:

- claim metadata - co claimy znamenaji a zda jsou povinné
- display metadata - jak se claimy jmenuji v riznych jazycich/locales
- rendering metadata - jak zobrazit claimy pomoci SVG Sablon
- zda je typ rozsifeni (extension) jiného typu
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gegnet

* RFC 8949 Concise Binary Object Representation (CBOR)

CBOR

v podstaté binarni JSON

»podobné ASN.1T pouZitému v LDAP a X509 certifikatech

=vidéli jste v ,,EU Digital COVID Certificate” v jeho QR kdédu
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cesnet W3C VCDM 2.0 kéduje RDF graf v JSSON-LD zapisu

credentialOc07

"@context": [
| ) "https://www.w3.org/ns/credentials/v2",
credentialSubject "https://gad4gh.org/ns/contexts/visas. jsonld"

1,
"id": "urn:uuid:0cB7cl1ce-57cb-41af-bef2-1b932b986873",

userlzs ol "Jane Doe" "type": ["VerifiableCredential", "GadghPassportVisa"],

"issuer”: "https://login.aai.lifescience-ri.eu/",
research_in "validFrom": "2025-84-81T705:28:04Z",

"credentialSubject”: {

research_in "id": "https://login.aai.lifescience-ri.eu/users/123",

NotForProfitUse ‘name”: "Jane Doe”,
“"research_in": |
"NotForProfitUse",
) ) { "type”: "DiseaseSpecificResearch", "is_restricted_to": "Cancer" }
Disease Specific is_restricted_to I
Research }
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normalni JSON
gegnet {

" L1 n n
S name": "John Doe",

"children": [ "Alice" 1],
"address": {
"street": "1201 N Muldoon Rd",

"city": "Anchorage"

} .
} 6@
JSON-LD s typovadnim a R

odkazy do slovniku

"@type": "https://schema.org/Person",

"https://schema.org/name": "John Doe",
"https://schema.org/children": [
{ "@type": "https://schema.org/Person",

"https://schema.org/name": "Alice" }

1

"https://schema.org/address": {
"@type": "https://schema.org/PostalAddress",
"htt@ds://schema.org/streetAddress": "1201 N Muldoon Rd",
"htgps://schema.org/addressLocality": "Anchorage"

}

¥
odkaz do slovniku odkaz'do slovniku na definici
na definici typu / tfidy relace / predikatu

@ name—>» "John Doe"

RDF graf

address
streetAddress

PostalAddress

addressLocality

children

"Alice"

usporny JSON-LD s kontextem

{ prefix slovniku

"@context": {
"Ovocab": "https://schema.org/"

},
"@type": "Person",

"name": "John Doe",
"children": [ { "@type": "Person", "name": "Alice" } 1],
"address": {
"@type": "PostalAddress",
"streetAddress": "1201 N Muldoon Rd",
"addressLocality": "Anchorage"

y
\ pojmy ze slovniku

"1201 N Muldoon Rd"

"Anchorage"



cesnet Slovniky a ontologie

»ontologie je strukturovany slovnik, dokument se soupisem pojmu
a jejich vztah

- tridy

- relace mezi tridami (hierarchie, taxonomie)

- individua ve tfidach
= existuje W3C specitikace jazyka OWL (Web Ontology Language)
=ujalo se zejména v |ékarstvi a biologii

= Mondo Disease Ontology

= Data Use Ontology

| 0.6 o @
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gegnet MONDOQO Disease Ontology - definice pojmu ,,cancer”
EEE Class Annotations ' Class Usage

%e X O USSR Annotations: cancer POEEX

Y- e cancer or benign tumor Annotations

k @ cancer-rel.a\ted condition rdfs:label

’ ® hyperpla-sla. cancer

¥ £ neoplastic disease or syndrome

¥ @ neoplasm id

---- ©) abducens nerve neoplasm MONDO:0004992
L ©) ACTH-producing pituitary gland ne o
#-- € adrenal cortex neoplasm definition
b€ adrenal gland neoplasm A tumor composed of atypical neoplastic, often pleomorphic cells that invade other tissues.
p © adrenal medulla neoplasm Malignant neoplasms often metastasize to distant anatomic sites and may recur after excision. The
- © ampulla of vater neoplasm most common malignant neoplasms are carcinomas (adenocarcinomas or squamous cell
.. @ anal gland neoplasm carcinomas), Hodgkin and non-Hodgkin lymphomas, leukemias, melanomas, and sarcomas.
> € anus neoplasm e
© e Description: cancer EN S ICES
- © apocrine sweat gland neoplasm
©) appendiceal neoplasm @ neoplasm

»

|

>

> ) autonomic nervous system neopl:
»- € axillary neoplasm

»- © Bartholin gland neoplasm General dass axioms
» € basal cell neoplasm
>
>
>
>
L &
’,

~© benign neoplasm SubClass Of (Anonymous Ancestor)
> ) bile duct neoplasm

> € biliary tract neoplasm
> blood vessel neoplasm @ hyperplasia or 'precancerous condition’ or 'neoplastic disease or
- € bone marrow neoplasm syndrome' or ‘cancer-related condition’

(@ disease causes disruption of' some 'cell population proliferation’

© bone neoplasm @ 'human disease’ and ('disease causes disruption of' some 'cell population
-+ € brachial plexus neoplasm proliferation’)

p- € brain neoplasm

P e brainstem neoplasm
b€ breast neoplasm

““““ @ bronchial adenomas/carcinoids ch @ disease and ('in taxon' some 'Homo sapiens’)
» & bronchial neoplasm

B € buccal mucosa neoplasm

H Instances
M conce

- &) ACTH-producing pituitary glan

@ neoplasm or 'neoplastic syndrome'

@ in taxon' some 'Homo sapiens’
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cesnetl pUO - Data Use Ontology - definice pojmu ,,vyzkumu nemoci
EER
Class hierarchy: disease specific research 2] = M [x] g Annotations: disease specific research
t: & 38{ @ Asserted ~ Annotations
v-- @ owl:Thing rdfs:label [language: en]
¥ @ entity disease specific research
v @ continuant
¥ ‘ generically dependent continuant id
e ‘ information content entity DU0:0000007
> @ code set .
v-- @ data item definition [language: en]
b cartesian spatial coordinate datum This data use permission indicates that use is allowed provided it is related to the specified
-6 count disease.

-~ data about an ontology part

P‘ A rdfs:comment [language: en]
>
v

This term should be coupled with a term describing a disease from an ontology to specify the

- data use modifier _ PE .
disease the restriction applies to.

- data use permission

7 . general research Fse i . DUO recommends MONDO be used, to provide the basis for automated evaluation. For more
v ) health or medical or biomedical research

: . information see https://qithub.com/EBISPOT/DUO/blob/master/MONDO_Overview.md
: isease specific researc
- @ no restriction

g - Other resources, such as the Disease Ontology, HPO, SNOMED-CT or others, can also be
@ population origins or ancestry research only used. When those other resources are being used, this may require an extra mapping step to

g © measurement datum leverage automated matching algorithms.
@) setting datum

> @ directive information entity

p. document Equivalent To

@ document part

) email address

»- @ figure
‘ grapheme ‘ 'health or medical or biomedical research’

SubClass Of

P ©) identifier () is restricted to' some 'disease or disorder’



cesnet Odvozovani faktd v ontologiich

hierarchie tfid umoznuje odvozovat, napf. ze vyzkum nemoci
,Barrett adenocarcinoma” je zaroven vyzkumem rakoviny a
vyzkumem lidské nemoci

4-disease (25 660)
4 human disease (22 700)
4-cancer or benign tumor (4 710)
4-neoplastic disease or syndrome (4 623)
4 neoplasm (4 366)
4-cancer (2 260)
4 carcinoma (973)
4-adenocarcinoma (394)
4 esophageal adenocarcinoma (3)
- Barrett adenocarcinoma
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cesnet Teoretické vyuziti VCDM

= pokud by
- uzivatel mél VC s udajem, Ze provadi vyzkum ,Barrett adenocarcinoma”
- dataset mél udaj, Ze pfistup maji jen vyzkumnici v oboru rakoviny
»da se automaticky rozhodnout, ze tento uzivatel spliuje
podminky pfistupu k datasetu (OWL reasoner)

=soucasny stav
- vyzkumnik poda zadost o pfistup k datasetu
- sejde se lidska komise, schvali Zadost a pfida ho do skupiny s povolenim
pristupu k datasetu
- autorizace ovéfuje jen Clenstvi ve skupiné
- problém muze byt s vyfazenim ze skupiny
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cesnet Specifikace

* OpenlD for Verifiable Credential Issuance 1.0 (2025-09-16)

- https://openid.net/specs/openid-4-verifiable-credential-issuance-1 0.htm|

* OpenlD for Verifiable Presentations 1.0 (2025-07-09)

- https://openid.net/specs/openid-4-verifiable-presentations-1 0.htm|

* OpenlD4VC High Assurance Interoperability Profile 1.0 (2025-12-24)

- https://openid.net/specs/openid4vc-high-assurance-interoperability-profile-1 O-final.html|

= Self-Issued OpenlID Provider v2 (draft 13)

= https://openid.net/specs/openid-connect-self-issued-v2-1 0.html

= Presentation Exchange 2.1.1(2024-07-30)

= https://identity.foundation/presentation-exchange/spec/v2.1.1/

» SD-JWT-based Verifiable Digital Credentials (draft 19)
- https://datatracker.ietf.org/doc/draft-ietf-oauth-sd-jwt-vc/
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https://openid.net/specs/openid-4-verifiable-credential-issuance-1_0.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0.html
https://openid.net/specs/openid4vc-high-assurance-interoperability-profile-1_0-final.html
https://openid.net/specs/openid-connect-self-issued-v2-1_0.html
https://identity.foundation/presentation-exchange/spec/v2.1.1/
https://datatracker.ietf.org/doc/draft-ietf-oauth-sd-jwt-vc/
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Shrnuti

* OID4VC penézenky - nové paradigma self-sovereign identity

= EUDIW

orimarni PID

= selektivni vydavani atributu

» formaty dokladd
- VC-SD-JWT
- mdoc (CBOR)

- VCDM 2.0 s JSON-LD/RDF

i
O

- public, qualified a non-qualified EEAs
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